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TODAY'SAGENDA

= The Password Problem
= Password Mistakes

= Worst Passwords 2019
= Guess-ability?

= What is Entropy?

= Big Targets!

= Reusing Passwords

= Security vs Convenience
= Demo
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THE PASSWORD PROBLEM




THREE BIG PASSWORD MISTAKES




WORST PASSWORDS OF 2019




GUESS-ABILITY




EASILY GUESSABLE PASSWORDS




You’re not fighting people. You’re
fighting machines!
Brute-force searches are getting better

Let’s look at the statistics!



Amount of Time

“abcdefg” 7 characters @ .29 milliseconds

Estimgting.Password “abcdefgh” 8 characters @ 5 hours
Cracking Times -

Source: https://
www.betterbuys.com/

estlm§tlng-password- “abcdefghij” 10 characters 4 months
cracking-times/

“abcdefghi” 9 characters 5 dCI)'S

“abcdefghijk” 11 characters 1 decade

“abcdefghijkl” 12 characters 2 centuries

BBetterBuys
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ENTROPY IS YOUR FRIEND




BIG TARGETS! DO YOU REGOGNIZE THESE NAMES?




Password lists stolen, leaked, and hacked

Attacker breaks into one stolen account

Tries same credentials on other accounts:
Amazon, Chase, eBay, Facebook, Gmail,

PayPal, and so on
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MORAL OF THE STORY?

LET TEGH DO THE WORK!
S



SEGURITY
VERSUS

GONVENIENGE
S




1.  1Password for Families - $60/yr .
2. Keeper Password Manager - $60/yr @) oo Familes B
3. Bitwarden for Families-$12/yr e
4. Bitwarden (Free Edition) - $0/yr erienemiles @
5. LastPass Premium-$36/yr scaeee
Source - Consumer Reports: ‘ e fm

https://www.consumerreports.org/products/password-managers-200399/

password-managers-200401/view1/
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DEMO TIME!



Bitwarden’s Site: https://bitwarden.com/
Bitwarden Help Center: https://bitwarden.com/help/

Importing Data from LastPass: https://bitwarden.com/help/article/import-from-lastpass/
On-premises Hosting: https://bitwarden.com/help/hosting/

What is the right way to share passwords? https://bitwarden.com/blog/post/whats-the-right-way-
to-share-passwords/

Getting Started with Bitwarden Organizations: https://bitwarden.com/help/article/getting-started-
organizations/

Estimating Password Cracking Times: https://www.betterbuys.com/estimating-password-

cracking-times/
Consumer Reports Rankings: https://www.consumerreports.org/products/password-

managers-200399/password-managers-200401/view1/
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