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A Disclaimer Before We Start
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Sometimes what comes out of my mouth,
actually makes sense.

| don't like to think
before i speak. |
like to be just as

surprised as
everyone else
about what comes

out of my mouth.



Smile It’s Good For You
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SENIOR ALERT

SOCIAL SECURITY SCAM

| Dont give out personal
i information

| P !
— . . ' ' Don't trust the phone number
Social Security Scams Are on the Rise! P

Here's how the scam works: usuoly, 0 scammer impearnsonating o

l . : ‘ thhs
socicr security caminisiration employes will reoch out 1o Evaonsville
and surounding area rasidents vio talephong ond indcate thara is m SOC|AL SECURITY SCAM
some kind of probilem. One of the consumers we spoke with stated
that the caller indicated the consumer's assels would be frozen if

Here Is a sample of such a scam call, = -

When you get such a call, Give No Information - Hang Up.

When in doubt, contact SSA at 1-800-772-1213 (TTY 1-800-325-0778) I



Protecting Your Digital Life

Between ransomware, data breaches, cryptojacking,
supply chain attacks, and mobile malware,
it’s never been more important to protect your
digital life.




Protecting Your Digital Life

Some Revealing Statistics
1. Global cybercrime is generating revenues of $1.5 trillion a year, according to a 2018 study.
2. Cyberattacks take a huge toll on small businesses and the threat is growing.
3. PDFs—which pretty much everybody uses to exchange information are the most

commonly targeted file type by insider threats.
4. Software update supply chain attacks which implant malware into an otherwise

legitimate software package are growing in both size and impact.




Protecting Your Digital Life
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Starwood-Marriot Breach

How Many People Affected

1,000,000,000 | January 2018

) — N

200,000,000 | September 2018

Exactis Breach

340,000,000 | June 2018

Under Armour-MyFitnessPal Breach

—-

Disclosed
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Quora Breach

100,000,000 | December 2018

. —_—— — - ——— ———

N“\‘ ™Mo I.\ _1(;0_' B[ e ._‘.(-.‘

Facebhook Breach

92,000,000 | June 2018

-

837000000 | September 2018
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Elasticsearch Breach

82,000,000 | November 2018

Newegg Breach

50.000.000 | September 2018

-
o

Fanera ﬁlé‘r«"’

37,000,000 | April 2018

Top 10 Biggest Data Breaches in 2018
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Protecting Your Digital Life

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover vour files without
our decryption service.
' will o

Payment will be raised on Cin I Rocovesr My Files?
V1572017 16:32:52 Sure, We guarantee that you can recover all your files safely and easily. But you have
{@not =0 enough time,

lime Left You can decrypt some of your files for free. Try now by clicking <Decrypt>,
; : But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
il We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,
Please check the current price of Bitcoin and buy some bitcoins, For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

AT S Mo A b Todd

W192017 16:32:52

Time Left

Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgwi19p7AABIsjré SMw

Contact Us (e e A T P s e sty
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Protecting Your Digital Life

9/26/2018 A cyberattack on the Port of San Diego suspends public services.
San Diego is only one of several municipalities attacked by Ransomware.
Be prepared before it happens to you. — Backup, Backup, Backup




Protecting Your Digital Life
e

“You keep telling me to back up my
computer. Well, I can 't back it up

anymore. It's all the way back to
the wall.”



Protecting Your Digital Life

Securing Your Router

1. Change the default admin password for your router and any loT devices as

soon as you get them.
2. Keep your devices up to date with the latest firmware updates.

3. Disable remote management in your router settings page.

4. If you are not certain if your devices have been infected, consider reseiting
your device to manufacturer’s settings and repeat from step 1. ﬂ



Protecting Your Digital Life
Protecting Your Home Network

jﬁ: Avast Free Antivirus

9

Protection

Privacy
RUN SMART SCAN

A one-click, alkinclusive PC checkup. Scan your PC for all kinds of security,

7 privacy, and performance issues

Performance

UPORADE @ Thanks for joining Avast

E’.} Mobile



Protecting Your Digital Life

"Putting asbestos around your computer

isn't the same as installing a firewall."

Proper Security Requires a Firewall
and Antivirus/Malware Protection



Protecting Your Digital Life
What are cookies?

Cookies are text files that contain a variety of information
about your browser, web activity, or computer.

They can'’t infect you with viruses.

As a general rule, cookies are there to make using the
Internet as smooth as possible.

But many of them also use trackers that map where
you’'ve been and what you’ve searched for, giving away
private information such as your interests and
preferences, your symptoms and concerns, or your future
plans, from traveling to getting a new job.

The safest option is to disable third-party tracking
cookies and, regularly clear cookies. This will give
you a greater level of Internet privacy, while at the same
time allowing you to shop and surf as usual.




Protecting Your Digital Life

Criminals Are Replacing Chips on New Debit Cards

The new cards are intercepted in the mail,
the chips get switched out,
and bank accounts are drained before anyone realizes

there's a problem. =



Protecting Your Digital Life

Online shoppers and bankers,
rejoice — Avast Secure Browser is
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Protecting Your Digital Life
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Protecting Your Digital Life
VPN - Give Up a little Speed Gain a Whole Lot of Security

/8 Avast SecurelLine VPN =

Settings

My licenses

Your online privacy is protected

Your connection is encrypted and your location is disguised.

@

YOUR REAL LOCATION IS HIDDEN CONNECTION TIME
Los Lunas, United States | IP: 98.249112.170 (3 00:00:22

About

Your location now appears to others as:

Phoenix, USA (Optimal location)
IP: 108170.22.36 (i)

| CHANGE LOCATION |

When using Open WIFI, Always us a VPN like Avast's Secure Line



Protecting Your Digital Life

O Menu

£ Settings

<
i

Caution — Opera is now owned by a Chinese Consortium. you're using Open Wi-Fi.

X+

If you don't use Opera as your

default browser, (I currently don't)

C 258 || [ Q operay/settings

il Forums i Blogs

Settings
Basic
Browser
Websites

Privacy & security

Opera help

Rate Opera

add it to your arsenal of Layered
Protection.
et | e You'll notice that I've changed my
Opera may use web services to improve your browsing experience. You may optionally disable these services. Settl n g S to h ave V P N E n ab I e d
Use a prediction service to help complete searches and URLs typed in the address bar
whenever | launch the browser.

Predict network actions to improve page load performance

. :eifn il:f)m\:eOperal'b\t/ sinc'itm? feature usage information Learn more SInCe Opera nOW O-ﬁ:ers VPN for free
Automatical‘ysendcrashreportstoOperaLea*n more to everyone, It'S great Whenever you
Send a ‘Do Not Track' request with your browsing traffic . . .
are using Open Wi-Fil.
If you can afford it, using Avast’s
i SecurelLine is still your best choice.

Secure proky provide
VPN connects to websites via various servers around the world, so your connection speed might be affected. 1 -
| If you can't, use Opera any time

8 Google [ Microsoft M Inbox o Feedly ¢ Financial Records .ﬁ Typer Bob_Financial 2016 Q) Zc

Privacy

VPN

Enable VPN Learn more




Protecting Your Digital Life
Data Collection

-

Today

Go g Ie © Some activity may not appear yet

ltems Android Search Chrome Google Apps Gmail Google Play Stor

https://myactivity.qgoogle.com/ 2 = - i : . )

©° General Your Facebook Information
{71 Security and Login

n Your Facebook

5 ou can view or download your information an elete your account at any time.
GiETTEET Y d load fi t d delet tat 1
[, Privacy
_ ) Access Your Information View your information by category. View
{1 Timeline and Tagging
i ownload Your Information ownload a copy of your information to keep, or to transfer to another service. iew
LOCEUO” D load Your Info Download f fi ki i h Vi
° Blocking
E Language Activity Log View and manage your information and some settings. View

[I] Face Recognition i . ) _ )
Managing Your Information Learn more about how you can manage your information. View

e Notifications Delete Your Account and Permanently delete your Facebook account and information.
[ Mobile Information

Apple: https://support.apple.com/en-us/HT208502
Microsoft: https://account.microsoft.com/privacy/



https://myactivity.google.com/
https://support.apple.com/en-us/HT208502
https://account.microsoft.com/privacy/

Protecting Your Digital Life

Grandchildren
Usually
Pull No Punches

“No, your computer didn t get a virus
because you sneezed on it. Lets go
over clicking on email attachments

again, shall we?”




Protecting Your Digital Life
10 tips to protect yourself against an email hack

1. Use a password manager and two-factor 6. Get a strong antivirus

authentication wherever possible 7. Secure your router and Wi-Fi

2. If signing up for a new email service, check for

2FA support 8. Keep your computer and smartphone
3. Don’t click links in email or texts OS up-to-date

4. Use a VPN on your computer and your phone 9. Keep all of your computer and

5. Don’t use public Wi-Fi or public computers, if Smartphone apps regu|ar|y updated

you can help it 10. Consider putting a credit freezefon



Protecting Your Digital Life

Email Phishing Scam Protection

Avast Quick Tips Episode 3




Protecting Your Digital Life

Your account for everything Apple. Your account for everything Appie.

s Q00000 e ‘UL{U“5

Phishing site Apple ID login page

Phishing sites have greatly evolved over the years to become convincing counterfeits.
Some even use HTTPS, giving users a false sense of security.

Phishing is a long-standing social engineering technique used by cybercriminals to
trick people into giving up sensitive information such as credit card details and
login credentials. It can come in many forms, including telephone phishing,

smishing (SMS phishing), phishing emails, and phishing websites. H




Protecting Your Digital Life

Advanced anti-phishing technology

Your account for everything Apple. Your account for everything Apple.

2 @00000 . s BO00U0C o e

With machine learning and image recognition, bad sites are identified
faster and users are alerted sooner. No more landing on malicious
sites that often attempt to steal your credentials.

ey



Protecting Your Digital Life
Protecting You Credit

Where to go to freeze your credit

Equifax: (800) 685-1111  htips://www.freeze.equifax.com/

Experian: (888) 397-3742 https://www.experian.com/ncaconline/freeze

TransUnion: (888) 909-8872 htips://freeze.transunion.com/

Their phone prompts move quickly,
so have your credit card information readily available.

A PIN # They assign to you is needed to Un-Freeze Credit l


https://www.freeze.equifax.com/
https://www.experian.com/ncaconline/freeze
https://freeze.transunion.com/

Protecting Your Digital Life

Once Installed,
This helps you
Recover
A stolen Laptop or
Smart Device

Download for @ i0S

APP STORE

Download for ' Android

"o
ownload Tor 4} Linux untu
SN e By = (-1 %4 | inux x64 — prey-linux-1.7.2-x64.zip Ubuntu x64 — prey_1.7.2 _amd64.deb

https://www.preyproject.com/oM



Protecting Your Digital Life

A Tool to Fix Your Internet Access Problems
https://www.rizonesoft.com/downloads/complete-internet-repair/

w?, Complete Internet Repair 5: Build 3911 : 64-Bit = X

File Maintenance Troubleshoot Tools Help

. Complete Internet Repair 5
Remember! Never fix something that is not broken, you
g4 could break stuff.

8 [] Reset Internet Protocols (TCP/IP) @B
19 [ Repair Winsock (Reset Catalog) (i)
@ [J Renew Internet Connections (i)
Q [] Flush DNS Resolver Cache (Domain Name System) (i)
% [] Flush ARP Cache (Address Resolution Protocol) ()
2 [ Repair Internet Explorer 11 (i)
@ [1 clear wWindows Update History o B8
L [J Repair Windows / Automatic Updates (i)
@ [] Repair SSL/ HTTPS / Cryptography ) >
!& [] Reset Proxy Server Configuration (i)
B [] Reset Windows Firewall Configuration o B
|#] [ Restore the default hosts file )
== [] Renew Wins Client Registrations G B

E] Go!

Before you start; it is recommended that you create a System
Restore Point to roll back any changes made by Complete Internet
Repair. Furthermore, run the build-in Windows Internet
Troubleshooters before any repair options.

Select your repair options and press 'Go!' to start. Do not select
something unless your computer has the described problem. Skip
any option you do not understand.



https://www.rizonesoft.com/downloads/complete-internet-repair/

Protectlng Your Digital Life

Making Sure Your

Hardware
IS Updated,
Ensures a Safer Home
Environment.

Making Sure Your

Software
Is Updated
Ensures a Securer Digital
Environment

“It must’ve been a while since I've
installed updates on the computer.
Because the time remaining is 6 years,
4 months, 22 hours, and 17 minutes.”

UPDATE - UPDATE - UPDATE

Computer, Router, Drivers, Operating System, Programs, Apps m



Layered Protection

Using Multiple Programs/Apps/Tools To Keep You Safe

Avast Mobile Security

Your phone needs protection too.

Unchecky McShield Ccleaner Malwarebytes Avast Mobile Security

Avast
Free

Antivirus




Layered Protection

Introducing Unchecky!

-

Unchecks

Unchecky automatically unchecks unrelated offers,

both saving you mouse clicks and making it less
likely to miss a checkbox of an unwanted offer.

Keeps your checkboxes clear.

Warns

Installers often try to sneak additional programs as
a natural part of the installation. Unchecky warns
you when you try to accept a potentially unwanted
offer, which makes it less likely to be accepted
accidentally.

~
L =4

Updates automatically

Install and forget. Unchecky automatically updates
whenever a new version is available, so you don't
have to worry about running the latest version.




Layered Protection

jeld
® |/CShield Anti-Malware Us ®  VCSHIEC

Protection Software y?

MCShield is an Anti-Malware program designed to prevent infections
transmitted via removable dnives. Lighter,

smarter and faster than everl

Program Features

W Benefits of Using MCShield %

Drive Detection Intelligent Scanning Dual Removal Mode

Hallanla jafa [ [T =] 2 2 = Bs i 2 ars [= as




Layered Protection

Cleaner.com

Wedows | sooicaters
2 Interset Explorer
. Temporary Infermet Ples
V. Havry
V) Coctes a
Vi Recenty Typed URLs
¥ Index 2ot Rles
v Last Daenioad Location
1B Wiedows Explecer
¥ Recnt Documents

Cleans the
following:

& Internet Explorer
Temporary files, history, cookias, super cookies, Autocomplete form
history, index.dat files,

@ Firefox

Temporary files, history, cookies, super cookies, download history, form
history.

& Google Chrome
Temporary files, history, cookies, super cookies, download history, form
history.

0 opera
Temporary files, history, cookies, super cookies, download history.

& safari
Temporary files, history, cookies, super cookies, form history.

Piriform is now part of the Avast Software Family

ANRALYERS COMPLETE « (20,991 secd)

67,3 N8 1 be removed. (Asgrawmane se)

Detads of fes % be deleted Piote: No fles have

3 tnteevet Explorer - Tergerary Internet Fles

2 tmerret Explorer - Hstory

3 Imesret Explover - Cookics

2 et Explover « Index dat Ses

:f Windiows Expicrer - Recent Dotuments

% other Supported Browsers
K-Meleon, Rockmelt, Flock, Google Chrome Canary, Chromium,
SeaMonkey, Chrome Plus, SRWare Iron, Pale Moon, Phoenix, Netscape
Mavigator, &vant and Maxthon.

1M Windows
Recycle Bin, Recent Documents, Temporary files, Log files, Clipboard,
DMS Cache, Error Reporting, Memory Dumps, Jump Lists.

Lﬁﬁ Registry Cleaner
Advanced features to remove unused and cld entries, including File
Extensions, Activex Controls, ClassIDs, ProgIDs, Uninstallers, Shared
DLLs, Fonts, Help Files, Application Paths, Icons, Invalid Shortcuts and
more...

[® Third-party applications
Removes temp files and recent file lists {MRUs) from many apps including
Windows Media Player, eMule, Google Toolbar, Microsoft Office, Nero,
Adobe Acrobat, WinRAR, Windce, WinZip and many more...




Layered Protection

Malwarebytes

N

Protection for you, anywhere, on any device

-

o

Malwarebytes Malwarebytes Malwarebytes

for Windows

iy
Malwarebytes
for Android

for Mac

for Chromebook

F

Malwarebytes
for iOS

Advanced Malware Detection and Removal
of Viruses, Worms, Trojans, Rootkits,
Dialers and Spyware

Industry Proven Clean-up Technologies
Eradicate Existing Malware Infections

Rapid Response Malware Database and
Heuristics Updates




Layered Protection

a avast I’'ve used Avast FREE
Since 2003
et s Light on System Resources
Excellent Protection

Streaming Updates
Avast has made
“A vast” difference
On my Computers.
Avast can do the same

For Your Systems. I




Avast Antivirus - Faster, Smarter, Artificial Intelligence




Protecting Your Digital Life
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Yes, your late Bernard is present. Are you
sure you don 't have a more important

question than, what's the Wi-Fi password

at home?”

‘o

Another Great Reason to Start Using Avast Passwords



Most Used Passwords

1 | 123456

2 | 123456789

3 | qwerty
4 (111111

5 | password

6 | 12345678
7 | abcl23
8 | 1234567

9 | passwordl

10 | 123123 ﬂ




Protecting Your Digital Life

One password to rule them all  Here’s what the Avast password manager does

Gf(aj Generates strong passwords

Our random password generator instantly generates an unbeatable password for any account.

E_} Imports passwords from your browser
Passwords are easy pickings when stored in a browser; remove them with just one click.

A\

| H‘Q Synchronizes passwords across devices
Make sure your PC, tablet, and mobile are all secured effortlessly, with the best free password manager.

Auto-capture your passwords
@ Every time you create a new password, it's automatically stored in your password manager.
=

Auto-fill forms quickly and easily
Avast’s free password manager conveniently auto-fills your login info to save you time.

Makes the most of our encrypted space
Keep your important or sensitive notes and texts private.

|
L
+ o8




Protecting Your Digital Life

,OJ Avast Mobile Security

Your phone needs protection too.

Detection of the latest Android malware in real-time

9.9
3,436 samples used

Detection of the latest Android malware discovered in the last 4 weeks
av-test.org 2,643 samples used

CERTIFIED
ANDROID

Keeping Your Android Devices Safe anM

e 0
-]
&

Protection Score 0000080 6.0/6.0



https://www.avast.com/en-us/free-mobile-security

Avast Free Mobile Security at work




Protecting Your Digital Life
Avast Mobile Security for 10S

iPhone and iPad protection at last

——_

Avast Mobile Security for 1I0S is all about ensuring your online privacy
and protecting your personal information from hackers and spies.
IOS 10.0 or higher required.




Protecting Your Digital Life
Avast Mobile Security for 10S —

FREE Features

» IDENTITY GUARD » Wi-Fi SECURITY

Immediately receive a notification if any of your passwords are Scan Wi-Fi networks for vulnerabilities to ensure the
found leaked online - free version has 1 email account. network you’re connected to is safe. What do we check
» PHOTO VAULT for:

Lock your photos in an encrypted vault so that only you have - DNS hijack

access to them. 40 photos within free, more with paid - Rom0 detection

subscription. - Unsecured Wi-Fi detection

Once photos are in the vault, a PIN, touch ID, or even a Face ID on - Weak router password

devices that supports it (iPhone X, XS, XS MAX) is necessary to - Weak Wi-Fi password

access them. - IPv6 issues

- Router accessibility from the Internet

PAID

» SECURE BROWSING
Protect your privacy by making sure no one can spy on what you’re doing
online with Secure Browsing feature.

It connects you to the closest server that we have in the area, you can't change
it. (LIMITED compared to full VPN)

» UNLIMITED IDENTITY GUARD - more than 1 email account.
» UNLIMITED PHOTO VAULT - more than 40 photos.




Protecting Your Digital Life

The Internet of Things era: 6 ways to stay safe
The 10T is full of promise, but it also means more cyber threats, so you need to stay safe.

Kitchen & Home Appliances

Bedroom ‘ Lighting Baby
NOSL &, - e e OGS O LIFX

C'aspe’r purple Lena
Sy LULLY ... B8 veex

hiku  Jume  petiet SNOO  :igaby nanit

[ B ;
o ot ®leco @

J——
Angelcare AVENT

oz Withings [

Energy & Utilities Safety / Alarm

Google
ring vivint. canary #
@ simplisate "% pelkin

V07 durlc CHAMBERLAIN.

ppppppp
nesl ““ﬁ‘?—[? # sense
- #4,  iHome roosts

Smart Speaker Smart Lock
SONOS NUKI @uaust vivint.
& .. RIVA
usaic Panasonic Glue @¥ey LATCH Yoe

DENON invoxia (0]

Home Robots

JIDO Rokid obot
555 QN4 Neato

Outdoor

[ i gy
GROVE é I ‘' EDYN
SENILA @ Sprink

TV & Entertainment Bathroom Health & Fitness

‘.'Shtv &) XBOX ancroicty| | Hedviee Panasonic NeTATMO  Withings
1. Secure your home network 4. Use a VPN
2. Create a "guest” network for all of your IoT devices 5. Protect your computers and mobile
3. Manage your IoT devices devices

6. Monitor threats at the



Protecting Your Digital Life
Avast Omn]

O

Avast Omni is a new type
of security that protects
you everywhere you
connect.

-

Setup requirements: Broadband internet connection (Cable, DSL, UTP), a compatible router, power outlet.
I0S 10 or newer, Android 5.0 or newer, Windows 7 or newer, and macOS 10.10 (Yosemite) or newer.

CURRENTLY ONLY AVAILABLE IN THM



Avast Omni is a new type
of security that protects
you everywhere you
connect.




Smile, It’'s Good For You

A Benefit of Modern Technology

“-\.’ i

"At least now whén mom and‘cfaﬁdﬁ

fight, it's quieter."



Smile, It’'s Good For You
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"Technolbgy has stopped him ﬁ"o_z;;
thinking for himself. He's using his GPS
1o guide him to the bathroom.”




Smile, It’'s Good For You

If the GPS Malfunctions, He'll be watering the flowers instead.

ey



I'd
like
to
leave
you
with
this:

Life Before The Computer

Memory was something you lost with Age.
An application was for Employment.

A program was a TV Show.
A cursor used Profanity.
A keyboard was a Piano.

A web was a Spiders Home.
A virus was the Flu.
A CD was a Bank Account.
A hard drive was a Long Trip On The Road.
A mouse pad was Where A Mouse Lived.

And if you had a 3 72 inch Floppy,

You just hoped Nobody Found Out! H



Free Grass Root Presentations
Since 2010

* Forum “evangelists” volunteer

 Presentations to home users

PC User Groups, Schools and,
Groups of Technology Users

"See you in person at

the presentation!"
bob3160

Contact me at bob3160@gmail.com
(505) 250-1089

Norbert (Bob) Gostischa

New Mexico, USA
40,000+ posts on
Avast Support Forum

The Big Sales Pitch

If you want these presentations to continue,
Please email Lina at Avast Software

chentsova@avast.com



mailto:bob3160@gmail.com
mailto:chentsova@avast.com

Questions?

Protecting Your Digital Life
Sponsored by Avast Software

bob3160@gmail.com

An International
B d J.l : %: Association of Technology
T s 2 Computer User Groups




