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What 0s an App?

AApp is a modern term for a software application

Alt is most often used in reference to a mobile app or a small
niece of software that runs on a website

Alt's typically used to describe anything that isn't a full-fledged
software program, but even that line has become blurred

ADownload and access apps directly using your computer,
smartphone, tablet or other electronic devices, including
smart TVs and smartwatches.




Three Types of Apps

Desktop T Mobile 1 Web

ADesktop apps usually consist of all the features of a program
ADesktop apps use a mouse, keyboard and large display
AThe mobile equivalent is a simpler and easier-to-use version

AMobile apps are designed to be accessed with a finger or
stylus on a small screen



Three Types of Apps

Desktop I Mobile T Web
AWeb apps are designed for use with the Internet and a web
browser
AFile income taxes online
AManage finances
AText and video chatting
ACalendars
AKeep track of your to-do list



Examples of Apps

APodcasts

AMaps

APlay games and music
ARead e-books

AWatch videos

AShop online

APlan vacations

APlan Meals




Examples of Apps

AManage your medication
AGet reminders for taking pills
ATrack your blood pressure

ARX refill reminders so you can restock your
meds

AMeditation
ASharpen your brain



Should | update my Apps?

AYes

AUpdates often have security patches that protect your
iInformation and your device from the latest malware



App Extensions

AAndroid extension is usually .apk.

AApple iOS extension is usually .idp.

ABoth Operating Systems will open other extensions if they
have the correct programs or apps installed, just like a
regular computer: .jpg, .mpg,



Number of Apps

AGoogle Store - 2,100,000
AApple Store - 2,000,000
AMicrosoft Store - 669,000
AAmazon App Store - 450,000
AChrome Web Store i 180,000

i 31 Qtr. 2018



Difference between Android and
Apple Apps

AMajor differences between apps for the iPhone and the iPad
versus Android systems is that the iIPad and iPhone
applications are available only at the Apple Store

AThe most common source for Android apps is the Google
Play Store

Getiton
" Google play

# Available on the
o App Store




Where to find Apps

AYou can al so downl oad Androi d
Appstore for Android

ADownload Microsoft apps from the Microsoft Store

ADownload apps and extensions from the Chrome Web
Store

AThis presentation is about Android, Chrome and Windows

10 apps
PP N
i available at )
‘amazon appstore , R




Is It safe to download apps?

AApple apps are considered almost completely safe to
download as Apple maintains control over the applications
that are in the Apple Store

AApps may be free or for pay
AUsually the cost is fairly low if you have to pay for one



Is It safe to download apps?

AAndroid users should know that downloading an app from
outside Google Play is inherently unsafe.

ASince there is no central authority to vet them.

AAnyone with programming skills can write an app and
make it available for download.

AGoogle Play Protect helps keep your device safe and
secure

Alt runs a safety check on apps before you download them



Google Play Services

A To find out which version of Google Play Services is on
your device, go to

A Settings | Apps | Application List | Google Play Services

A If your version reads higher than 11 you're in luck and
Google Play Protect is already working on your device.




Google Play Services
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Google Play Services

AChecks your device for potentially harmful apps from other
sources.

AHarmful apps are sometimes called malware.

AWarns you about any detected potentially harmful apps
found

ARemoves known harmful apps from your device.

AWarns you about detected apps t
Unwanted Software Policy by hiding or misrepresenting
Important information.



https://www.google.com/about/unwanted-software-policy.html

What else do you need to do to
stay safe?

ARead reviews

APeople will often rate an infected app poorly and will
usually warn others through the app review. BUT be aware
that there are reviewers paid for either positive or negative
reviews.

AUse strong antivirus protection such as:

AAvast Mobile Security & AVG Antivirus i Free. Both are
owned by Avast

AAvira Antivirus Security - Free
ABitdefender Antivirus - Free

AESET Mobile security for Android i Free
AMalwarebytes - Free



What else do you need to do to
stay safe?

AWhen you sign up with an app store or download individual
apps, you may be asked for permission to let them access
Information on your device.

AStop and small the roses!




Privacy Po licy

Read the appos Privacy Policy

AShould detail what information they are accessing and how
they will use that information

AKnow that before you connect with any app

Alt's essential that you read (or, at the very least, browse
over) the app's Privacy Policy



What types of data can apps
access?

ASome apps may be able to access:
Ayour phone and email contacts
Ainternet data
Acalendar data
Adata about the deviceds | ocat |
At he deviceds unique | Ds
Ainformation about how you use the app itself



What types of data can apps
access?

AWhat data will the app collect? And why?

AHow will it use that data?
AAre you OK with this?

ARemember: There are probably similar apps that may not
do/need this info.

Alf you disagree with what the app/company is doing with data
collection or usage, search for something else



What types of data can apps
access?

AWebsites you visit

AAppS you use

Alnformation you provide when you are using the device
AApp developer

AApp store

AAdvertiser

AAd network

AMay share it with other companies



What types of data can apps
access?

ASome apps access only the data they need to function

AOt hers access data thatos not r
app
ACheck privacy settings on your device

ALook for woawtsdo tof fAdgptta col | ect i

policy
OPT-OUT
OPT-IN EI




Why do some apps collect
location data?

AMaps

Alnformation about who you might know nearby
ACoupons for nearby stores

AProvide location data to ad networks

ACombine it with other information in their databases
ATarget ads based on your interests and your location
ASell advertising space for a lower cost or to make money



What else do you need to do
to stay safe?

Read the apps permissions
AWhat permissions does the app need?

AShould an app like this need that information?
ADoes the flashlight really need to know your location?

AAre you comfortable with giving them information they really
don't need?

When installing apps you may be given a list of what the app
wishes to access. You may have the opportunity to limit the
access, deny it, or to skip the request and install without
allowing the access.



What else do you need to do
to stay safe?

ADo not root your device or change the default security
settings.

AWhat does root mean?

ARooting is a process that allows you to attain root access to
the Android operating system code (the equivalent term for
Apple devices id jailbreaking).

Alt gives you privileges to modify the software code on the
device or install other software that the manufacturer
wouldn't normally allow you to.



Windows 10 Apps

AThe Microsoft Store is inside Windows 10

Alf you have customized your Start Menu and Task Bar and
removed the Microsoft Store shortcut
AType Store in the Search box

AFor easy access, pin it to Start for the Taskbar

Microsoft

| m Solitaire Collection  ® I -&‘ Photoshop Ex...




Windows 10 Apps

AClick on the Tile or Taskbar icon to open the Store

Microsoft Store == O X

)

Expﬁlore virtual' worlds with friends |

Get it now

H* Top apps

(A Top games



Windows 10 Apps

AClick on the down arrow in Charts / Best selling

Microsoft Store

€ — ouE

Charts
1| Best selling

Top free
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Windows 10 Apps

iTunes Netflix Spotify Instagram
Music
Free® Free Free ) Free

o

Messenger Facebook Hulu WhatsApp
Desktop



Windows 10 Apps

AOther categories

Charts
Best selling

Top free ~
Top paid

Best-rated

Specials

Trending

Most popular

Best selling

New v




Windows 10 Apps

AClick on app you want to download

ARead the details



Windows 10 Apps

AScroll down to This app can
AClick Permissions Info

This app can

Access all your files, peripheral devices, apps, programs and
reqistry

Access your Internet connection

Permissions info



Windows 10 Apps

App Permissions

Al f you dondt want an app to
can choose not to install It.

ASome apps or games in Microsoft Store are designed to take
advantage of specific hardware or software capabilities on
your Windows device.

AA photo app might need to use your phone's camera, or a
restaurant guide might use your location to recommend
nearby places.

usS



Windows 10 Apps

AClick Get to download the app

AClick on Install

AClick on Launch

9 This product is installed.




Windows 10 Apps

ASet up the app

@ Spotify’

Play any song, anytime, free.

ALREADY HAVE AN ACCOUNT?
LOG IN




Windows 10 Apps

AThe app (Spotify) has been added to Startup

Al f you dondt want it to open ey
computer

ARight click on Start or the Taskbar and select Task Manager
AClick on Startup tab
ARight click on the app and choose Disable

Spotify Spotify AB Disabled



Google Play

A Google Play is probably the best and safest site to obtain
Android Apps

A Google makes an attempt to check the apps and remove
those dangerous but due to the sheer number of them Is not
always successful.

A This is an app that will be on your Android phone.
A Just as the Apple store is on the iPhone.

GET IT ON
’ Google Play



Google Play Budget

Coming Soon

A Spending too much money on apps and other digital
content?

A Books
A Movies
A TV shows
AMusi cé.
A Set a monthly maximum budget

A When you get close to the budget you set yourself,
Android will send you an alert notification.



Google Play Budget

How to set it up

A Account > Purchase History

A Tap Set Budget button and add spending amount

A Save will take you to the

AdiPurchase Historyo tab to
A See what you set and a small line graph

A Edit or delete budget at any time

A This does not include any previous subscriptions that might
push you over budget

A Easy to track Play Store digital items



to Account > Purchase History.
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But é. ™yavatite
place to find Android
ApPPS
The Android section of Gizmo

According to Gizmo, "This list of Best Free Android Apps
now I ncludes 220 apps 1In

Each of the recommended apps has been tested and
evaluated by the community volunteers that

regularly perform that service for Gizmo, and

present diverse opinions on the apps |

freeware

118



My 2nd . favorite place to
find Android Apps

They also have a free newsletter
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eviews and sources for Ap

MakeUseOf is a review and source site that is very useful

) [ Android Mobile Apps | Gizmo's ¢ X [l Android - Mal
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Reviews and sources for Apps

MakeUseOf selection of their choice of the best
Android apps



