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1 he Password Problem

e Passwords are annoying!
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+ It's tempting to take the easy way out.




Three Big Mistakes

« Choosing guessable passwords







Worst passwords of 2017

123456 10. 1loveyou 19. passwOrd
Password 11. admin 20. namaste

12345678 12. welcome 21. hello

W NN =

gwerty 13. monkey 22 . freedom
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Easily Guessed Passwords

e COMMON Words computer

e adding numbers computerl
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Guessable” Really?

e You're not just up against people, you're up
against machines

» Brute-force
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Guessable” Really?

« WWon'’t an attacker be locked out after a few
incorrect password attempts®?

Even in a brute-force search, patterns are
always checked first. 50...
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Entropy Is Your Friend

e Character set

protagonist
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Password Reuse
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Recognize These Names”?

e cBay e [arget
o Equifax o [witter
M e LIS
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Twitter says all 336 million users should
change their passwords

by Heather Kelly @heatherkelly
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Twitter wants you to change your password

Twitter has recommended its 336 million users change their
passwords.

The company announced on Thursday it discovered a bug that saved user passwords
unprotected on an internal log.

Twitter said it has since fixed the issue. Although the company said there is no evidence
passwords have been leaked or misused, it is urging its users to update their passwords.

"As a precaution, consider changing your password on all services where you've used this
password," the company tweeted.




If You Reuse a Password...

. Password list stolen, leaked, or hacked.

2. Attacker breaks into the stolen account.




Moral of the Story
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Security vs. Convenience
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Here's the Problem

e 1Yb48nzJ#; sEoOR
Hard to create, remember, and type




Joe’s Basic Strategy

e Figure out which few passwords you have to
memorize.




The VIP list

Passwords you have to enter frequently and/or in
places a password manager can't reach

e |f you can't count them on one hand, you
probab\y have too many
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Use a Password Manager

This Is not a password manager.

THE PERSONAL

internet
address &
password

logbook
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Use a Password Manager

o Automatic random password generation

e Saves web forms as you log in







® 1Password Help




® 1Password Accounts View Item Help & = [ X

£xample

O!, Example
' 45 items sorted by Title
8% All items 45 > < Dropbox Dropbox
_ wendy.h.appleseed@gmail.com
% Favorites
E
username  wendy.h.appleseed@gmail.com
WATCHTOWER eBay password ~ sssesseses
: : wendy.appleseed
C dL :
= AINBIRIEEEE o8 02 1 https://www.dropbox.com/login
P Ets Etsy
¢2 Vulnerable Passwords Y wendyappleseed
& Reused Passwords = Evernote 497 o 503 @
»-. e ras... 2}
@ Weak Passwords 1 R appesesd
. F
¥ Unsecured Websites 9
Apple Watch
@ Inactive 2FA 4 [i Baceback
wendy.h.appleseed@gmail.com
™ Expiring 3 n Eitbit Web form details ~
wendy.h.appleseed@gmail.com
e Forums last modified 10/18/2018 11:56 AM
@ Logins 31 - AlterEgo created
— G
5 Secure Notes 2
m= Credit Cards 3 () Garage Door Code
3/25/2015 11:30 AM
0  Identities - Gmail (personal)
£ Passwords 1 wendy.h.appleseed




ﬁ Sign in or Register | eBay X +

<& c @ https://signin.ebay.com/ws/eBayISAPIL.dII?SignIin&ru=https%3A%2F%2Fwww.ebay.com%2F

ebay

Hello

Sign in to eBay or create an account

Email or username t r | \
| ]

Password

n Sign in with Facebook

Text a temporary password

Reset your password

Stay signed in

Using a public or shared device?
Uncheck to protect your account. Learn more




ﬁ Sign in or Register | eBay X +

< C @& https://www.ebay.com/signin/s

ebay

Hello

Sign in to eBay or create an account

Email or username

wendy.appleseed

Password

Text a temporary password

Reset your password

Stay signed in

Using a public or shared device?
Uncheck to protect your account. Learn more




ﬂ Sign in or Register | eBay X +

& C @& https//www.ebay.com/signin/s

ebay

‘ )_~M| All Vaults

Close match

V eBay IO

jwkissell
cate an account

Y eBay
wendy.appleseed

Email or userna

wendy.applest

Password

n Sign in with Facebook

& Signinwith Google

&
P
£

& Filling in chrome for www.ebay.com
yOUT PasSSWOoTa

Stay signed in

Using a public or shared device?
Uncheck to protect your account. Learn more




1Password Can Also...

» (Generate strong passwords instantly
Remember credentials as you enter them

. Sync and autole on aH your browsers p\atforms\
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Other Password Managers

e | astPass

e Dashlane




“Exceptions

e [V remotes




Extra Safety Steps

o Make your master password extra-strong

e [hink about giving someone else access to your
- passwords in an emergency
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Security Questions

o Reset forgotten passwords or verity identity

« How to handle security guestions & answers
e Lie!




Two-Factor Authentication

« What's a factor?
e Forms of 2FA




| earn More
e Take Control of Your f B

Passwords
by Joe Kissell TAKE conTRoL oF
4 YOUR

» Extensive details on PASSWORDS
password risks and
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| earn More
» Take Control of 1Password &g

by Joe Kissell

« How to get the most out of

my favorlte password
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| earn More

e Take Control of Your Digital \\Eﬂ

Legacy
by Joe Kissell

TAKE CONTROL OF

YOUR

e Includes free downloadable
template for a digital will D I G ITAL
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by JOE KISSELL




Questions?

Take Control of Your Passwords
Joe Kissell
Take Control Books

joe@takecontrolbooks.com
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