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Ham Radio Networking

» Uses commercially available Wi-Fi access points

» Custom firmware for ham radio use

* Moves Wi-Fi radios into ham bands adjacent to Part 15 bands!

*Based on OpenWRT (which is based on Linux)



The Ham Radio (Part 97)
Digital Networking Bands

» 902-928 MHz
* 2.4 GHz — 2300-2310; 2390-2450 MHz
*» 3 GHz - 3300-3500 MHz

» 5 GHz Band — 5650-5925 MHz



2.4 GHz - 2300-2450 MHz

T | Channel -2 -1 0* . 1 2 3 4 5 6

v Status| HamBand KK Shared Ham and ISM/WiFi Band |

N Freql 2.397 | 2.402 | 2.407 | 2.412 | 2.417 | 2.422 | 2.427 | 2432 | 2.43]
*Not available for use

ISM - industrial, scientific and medical




3 &5.8 GHz Bands

3.4 GHz

Channel 76 77 78 79 80 81 82 83 84
Status Ham Band
Freqg
94 95 96

S0 91 92 93

88 89
Ham Band

52 Channels, 7 Non-Shared, on 5.8 GHz

5.8GH:2

Fr

Channel
Status|

133 134 135 136

Refer to vour local band plan fer coordinatlon




Mesh networking is a modern ham radio activity
But

It's just a network. It doesn't do anything...

It's all about the “Services”



Mesh Networking Services

@ Services = things you can actually use
@ Keyboard to keyboard (IM)
@ \Voice
@ Video
@ Docs (like Google Docs)
@ Web servers / pages
@ Store and forward (email)
@ Repeater linking

@ Pretty much anything you can do on the Internet — subject to the Part 97
Regulations



Keyboard to Keyboard

IRC (Internet Relay Chat)

» Dedicated channels

* Ad hoc channels

* Ad hoc one-on-one chats

» Minimal bandwidth required

» Easy to use with minimal training

» (Geographically-separate servers can be linked together.
» |RC Servers require some skill to set up and link together



IRC Example
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Keyboard to Keyboard

> MeshChat

» Automatically links to other MeshChat services
discovered on network

» Multiple channels (optionally)
» Supports file upload/download (“Dropbox”)
» Runs nicely on a Raspberry Pi



MeshChat

CHAT FILES STATUS LOGOUT

Maszh Chat v1.0
Zone: LWhashChat Node: laytomnwestdistrict
Call Sign: KTFPV Updated: 14 seconds ago

Call Sign Mode Last Sean
At e 18411416
- IF; R trig
KIFPY LN CI R L S A
S -
Messages Search:

Tirme Messaige Call Sign Chanmel Mode

Thia & mashchat. It is a messaging and file shering app for

1011118 = ATty At rka, ey ey ionwestdiat
10:80 AM rick
It is fully redundant and decentralized. it works with spotty links

and requires vary litthe bandwidth,




VOIP (Voice Over IP)
Phone calls over the network

- :_"-.‘-“'



VOIP (Voice Over IP)




VOIP (Voice Over IP)

Voice Chat

@ TeamTalk, etc.

@ One to one

@ Many to many (chat room)

@ Can set up as many channels as necessary

@ Multiple, simultaneous conversations

@ Speaker/microphone or headset (HIGH quality audio)

@ PTT (Push To Talk), VOX (Voice-operated Transmit) or open microphone
@ Video, file sharing, desktop sharing — all available



( VOIP (Voice Over IP chat server)
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Video — Webcams
Webcam screenshot
Via mesh network - 3 hops on 2.4 & 5.8 GHz, about 40 miles total path length
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Video - Webcams

= oy bdiain -~ o »

Filw [de View Optmey Help
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Vldeo Webcams

ID FPS: 6.20

HD IPC

20, North Sycamore - 2ast camera

017037201 S 8BS 954!




Video - Webcams

SwlphurMtn




Editable Docs

Etherpad - like Google Docs

« Concurrent editing by multiple authors
» Text & tables only



Share this URL Ly

therpad.com/jerasig-demao

Hello?
A hay hayl

Heat! It seema Llke it's golng in real-time.

Yeg, At ial {ippﬂ'ﬂt has a saalable J.mplnmntatian. ar cumtp.

Hide. That s “:I.'t-ﬂi.ﬂ.].? -mhf_ﬂq thl'l‘_". &lﬂ.'l}’. & Pﬂ.ﬂ.h == 'L'I‘;'F and geEt
cight.
vaah,

and we Went to great paline to make sure it works on IE6 and stuff.

Awesome. 5o this is all part of that .jar, then?

Hot relessed yet. The .jar lets You run apps that currently can run on
appjetc.com. Just l-pagers basically.

EtherPad is the poster ohild for "project barmitzvah" == wehra AppJat
comes OFf Aage ). We'll release the new version of AppJet for all
developers, opan source, shartly afterwards.

Hice. S0 that big release i alao hipp-ninq next wWed. T
the opan Source release).

(not necessarily

That's actually goling to take a litel blit of time.
rtherPad and the anndunhcamant 6f the hew platform coming.

Hext wednesday 1s just
Tha [ew

platform (not sure what to call 1t yet, maybe Javascript On Jets (I own
javascriptaniets. {don, net,arg) £)))
Ha, nide. Ok, E5 & three-stage felease - Ftherpad, then platferm, then

open spurce platform.

Frobably:

1. mtharpad (next wed)

2. placform + open source to host yourself {a .jar basically)
1. ability to hoat any app on eur servers, uellity model

Y

v Connected Lsers

[ sakn Resig
] aaron

[C] Aaron (laptop)

2oat marr Il'_-'-'l'lll'\ll

o

O jo
i i iy
IFvite moare gEople..

v Saved Revigions

£ Save Mow
& Ravision 1 paved 5 hours ogo by oM
W s astora Rowig (4. 610,014 108)
w Owptinms

# Highlight who typed what.
@ wrap long lines,

B show line numbers.

] Wse full window width & height,
] Highlight JavasScript syntax.

- Feedback

Powerred by Appiat &=




Email

» Sendmail emall servers
+ RMS Express / Outpost / Winlink
» Citadel BBS



Summary page for wébi
Friday, 02/12/16

T Ameige i Ve s S, Babil P EELh F7 Shigs s vomen [0] Gomm e rminis

Messages

0
ora

Who's anline now

You are connected o SV Cliadel Sender, running
Citadel 8 24 with WebCit g 24, senver bulld 2.24
and located in Simi Valley, CA. Your system
administrator is WeBI

My tolders
Moon Floor
B aide
B crenal Addrees Book
B L obby
M rashcan

&
= ™ pnline users

o Log off



RoIP Repeater Linking

JPS Communications, SkyMira, etc.

Audio In
Audio Out

Audio In
Audio Out

RS-232 i

Ethernet

COR
PTT

COR
FTT

ALY In 01
ALY Out 01

AUX In 01
AUX Out 0/




Weather Station
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Equipment

What's out there??



Ubiquiti Access Points

@ Available for four amateur bands

@ For outdoor use: weatherproof

@ Higher power - 28 dBm (most models)

@ Built-in gain antennas in many models
Sophisticated software-defined transceivers (dual chain!)
»MIMO/802.11n (most models) - enhances throughput substantially
*POE (Power Over Ethernet) - only one cable required to node.

s Like handie-talkies: low power, line of sight
@ Used mostly through hilltop relays

[ 7]



For the home:
Ubiquiti Nanostation M2/M5*

* ~ $85/$90 - Amazon ~



Ubiquiti PowerBeam M5*

*~$115



Ubiquiti Rocket M2/M5*

L A _ A A * For the high-level access
DoINts: mountaintops &
nilltops

* Requires external
antennas

*$77185 - Amazon



Ubiquiti Rocket M2/M5

On back of With MIMO
MIMO sector antenna ($85-125) omni antennas (~$160)



Other Mesh Station Requirements

+ Shielded (per Ubiquiti) outdoor network cable
($25-75)

» Dedicated computer for mesh (standalone
network — no Internet access)

» Dedicated network switch (optional)
» Clear line of sight, because...



( Line of Sight

“Microwaves can

go 15 miles or
through one free” .




e T e =
o, e

Higher is better!

* Note Nanostation M2
at top of mast.






















e BanBeT
i .
g

- SEAT] WS R
L

AT
t 4
| L

< A
| i
5 { -
JTH PR E e

¥
|




Ham Network Software
Development Group

 Amateur Radio Emergency Data Network (AREDN)

- https://www.arednmesh.org/
e Software downloads
* How-Tos
* FAQs
 Documentation
* Forums



You Need a Ham License!

* Technican (entry-level) license is sufficient (Morse code no longer a requirement)
- http://www.arrl.org/getting-your-technician-license
- 35 multiple-guess questions
* http://www.arrl.org/question-pools
» Tests administered locally by VEs (Volunteer Examiners)
- http://www.arrl.org/find-an-amateur-radio-license-exam-session
— Or contact your local ham radio club
— Minimal cost for test

* Technician license also provides voice privileges on VHF & UHF bands, limited HF privileges


http://www.arrl.org/find-an-amateur-radio-license-exam-session

Questions?

The Ham Radio Internet

N An International
‘“’ Association of Technology

gy & Computer User Groups
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