


Tips for Staying Safe Online and Preventing Identity Theft

The Internet is a Dangerous Place

http://map.norsecorp.com/#/



HACKED

Equifax announced on 9/8/2017 that hackers have exploited 

a vulnerability in the Equifax website, gaining access to 

names, addresses, birth dates, social security numbers, and 

in some cases, driver’s license info. This breach is among 

the largest on record in the U.S., affecting 44% of the entire 

population.



Where to go to freeze your credit

Equifax: (800) 685-1111 https://www.freeze.equifax.com/

Experian: (888) 397-3742 https://www.experian.com/ncaconline/freeze

TransUnion: (888) 909-8872 https://freeze.transunion.com/

Their phone prompts move quickly, so have your newly thought-up 

PIN and credit card information readily available.

PIN needed to Un-Freeze Credit
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Genealogy Caution

Any One can Access Information on Any One

How to Opt Out

http://www.familytreenow.com/optout



http://stalkscan.com/en/

Spying, Stalking, Blackmail or simply Information ?

https://www.facebook.com/search/1495946897/stories-by/



A Safety Tip For All SENIORS While Enjoying Retirement

Seniors Should NOT Go To Summer Camp



It really isn’t important what you use to get to the Internet

It's important to exercise caution when visiting the internet. 

It's important to avoid the dangers found on the internet.

It is important to use the right tools to protect you once on the internet.
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We have met the enemy and he is US



Five new malware threats are released every second.
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AV-TEST database counted 

578,702,687 malware programs.

The year 2015 alone saw an additional 

143,974,553 malware samples.

There have been 115,149,242 thus far 

in the year 2016. 

This translates to an average rate of 

five new malware threats per second.



Protect Your Router

Log in to your router and change the admin details

Use an uncomfortably long password
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Use a 2 Step Verification Systems



Shred documents while at home



Keep an eye on your credit score

You are entitled to one free copy of your 

credit report every 12 months from each of 

the 

three major credit reporting agencies. 

http://www.equifax.com/ -

http://www.experian.com/ -

http://www.transunion.com/

You may obtain a free copy of your credit 

report by going to: 

www.AnnualCreditReport.com or by calling 

(877) 322-8228

Stagger the reports and select one of the 

agencies every 4 month. - Jan May Sep
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http://www.idtheftcenter.org/
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http://www.transunion.com/
http://www.annualcreditreport.com/
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Watch out for phishing websites and fake campaigns

http://tinyurl.com/b19m26



Unique passwords and frequent changes



Keep data divulging on social networks to a minimum



Nigerian Scams still very much Alive
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Stay clear of sending sensitive data across public Wi-Fi networks



If you don't use Opera as your 

default browser, (I currently don't) 

add it to your arsenal of Layered 

Protection.

You'll notice that I've changed my 

settings to have VPN Enabled 

whenever I launch the browser.

Since Opera now offers VPN for free 

to everyone, it's great whenever you 

are using Open Wi-Fi.

If you can afford it, using Avast’s 

SecureLine is still your best choice. 

If you can't, use Opera any time 

you're using Open Wi-Fi.



Only download software from reputable sources.
Make sure they don’t add any Malware to your download

Always use “Custom Install”



http://www.majorgeeks.com/

https://ninite.com/
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Ninite makes loading up a new computer a breeze. 

Simply head to the Ninite website, select which free software 

you’d like, including many of the programs I recommend,

and click Get Installer to receive a single, custom .exe file 

containing the installers for those programs. 

Run the executable, and Ninite installs all of them in turn

It automatically declines the offers for bundled bloatware many 

free apps try to sneak in. 

No muss, no fuss, no hassle.

A video to show you how Ninite works

https://youtu.be/mLcvVfyTRzY

https://youtu.be/mLcvVfyTRzY


Use Caution when Installing Apps

Always check the rights granted to the App Before it’s allowed to install.

If the App requires more rights than it actually needs, DON’T install it.



Keep software up to date

That includes your Operating System





All this EternalPetya stuff makes me WannaCry

Backup your system on a regular basis.

Keep all your Software updated including your Operating System.

Don’t be Click Happy. If you didn’t expect it, TRASH IT.



Programs to Help Keep You Safe 

Uncheck

y



Programs to Help Keep You Safe 
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Programs to Help Keep You Safe 

Cleans the 

following:

Piriform is now part of the Avast Software Family



Programs to Help Keep You Safe 





Avast 2017: Faster, Smarter Artificial Intelligence



Avast Free Mobile Security



Avast Free Mobile Security at work



Avast SecureMe App Protects iOS Users from Wi-Fi 

Hacking

Avast SecureMe

features a VPN to 

secure connections 

while you conduct 

online tasks that 

you’d like to remain 

private. This could 

include checking 

emails, doing your 

online banking, and 

even visiting your 

favorite social 

network sites.
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Though security experts have been warning us since forever 

that passwords like "123456" and "password" are not safe,   

many people continue to use them.
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Avast Passwords – Secure Password Manager



Customer Service Tech’s keep getting younger!



Phone Scams are becoming More Prevalent.



Some Word of Wisdom

Think Old and You’ll Be Old

Think Young

Think Young And You’ll Be A

Delusional Old Fart



Avast protecting 400,000,000 +

If you enjoyed and want more presentations

Please email Jas at Avast

jasdev.dhaliwal@avast.com

Contact me to Schedule a Presentation

bob3160@gmail.com

Thank you!

mailto:jasdev.dhaliwal@avast.com
mailto:bob3160@gmail.com


https://goo.gl/5v4sIQ

Questions

Hopefully, I’ll have Answers

https://goo.gl/5v4sIQ

