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Conference Description

& Registration Links go to

ylvirtual-tech-conference

How do we keep the curious and the devious from seeing our data
and activity while using the Internet?

It's our data, our
conversations, and only those we grant permission should see that
data.

We'll discuss the best way to make
your data unreadable and untraceable - by implementing VPN.
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https://en.wikipedia.org/wiki/List of data breaches




payload

packet

header

11/4/2017



An example of a current standard to implement AAA:

Remote Authentication Dial-In User Service (RADIUS).
RADIUS servers are used in Enterprise environments

Original data is
protected from
snooping.

Received data is

same as sent —
cannot be altered.
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Internet protocol suite

Application layer
BGP - DHCP - DNS - FTP - HTTP - IMAP -
LDAP - MGCP - MQTT - NNTP - NTP - POP -
OMNC/RPC - RTP - RTSP - RIP - SIP - SMTP -
SNMP - SSH - Telnet - TLS/SSL - XMPP -
more. ..

Transport layer
TCP - UDP - DCCP - SCTP - RSVP - more. ..

Internet layer

IP (IPv4 - IPv6) - ICMP - ICMPv6 - ECN - IGMP
- OSPF - IPsec - more...

Link layer
ARP - NDP - Tunnels (L2TP) - PPP - MAC
(Ethernet - DSL - ISDN - FDDI) - mare. ..

VW-T-E
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YPM connection

Tunnel

Firewall

Perimeter
Metworlk
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Firewall

This Firewall is likely

part of security

-
software on the ——
Remote Computer AR 'ﬁf- e

Firewall - . ™,
VPN tunnel behind hardware Firewall

(Router) with integrated
VPN Server
—or—
using VPN Client on PC
(software)
Remote or Mobile Computer/Device
running VPN Client on Computer/Device (software)

infographic by tunnelr
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Best VPN Services
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The Best VPN Services of 2017
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* ABSOLUTELY!!!

YES!
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