Virtual Technology

pcug Conference

Saturday, 08/19/17
@1 PM ET

Conference Description
& Registration Links go to

apcug2.org/categorylvirtual-tech-conference
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| chose to use a Raspberry Pi 3B. The Pi-hole software will also run on other

models, including the much cheaper Pi O.

® | chose to use Rqspbfan Linux; Pi-hole will also run on many others.
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® Bluetooth 4.1 & Low Ene

40 GPIO (General Purpose Input Output) pins
* Combined 3.5 mm audio jack and composite video

®* Camera serial interface (CSl) and Display serial interface (DSI)
@ * VideoCore IV 3D graphics core
/3‘ Micro USB connector for 5v power (2.5 a supply recommended)
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2.5A microUSB power

Typical prices at MicroCenter (March 2017)
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FORMAT YOUR SD CARD

Join the SD Association

P SD Association EaE | mamx ogms

» Contact Us » Sitemap

About SD Association Consumers Developers Downloads News & Events Members Site &

SD Card Formatter

HOME : Downloads > SD Card Formatter

SD Card Formatter 4.0 for SD/SDHC/SDXC

This software formats all SD memory cards, SDHC memory cards and SDXC memory cards.
SD Card Formatter provides quick and easy access to the full capabilities of your SD, SDHC
and SDXC memory cards.
» Simplified Specifications The SD Card Formatter was created specifically for memory cards using the
SD/SDHC/SDXC standards. It is strongly recommended to use the SD Card Formatter
SD Card Formatter instead of formatting utilities provided with operating systems that format various types of
storage media. Using generic formatting utilities may result in less than optimal performance
» 5D Card formatter for Windows for your memory cards.
The SD/SDHC/SDXC memory cards have a "Protected Area" on the card for the SD
» 3D Card formatter for Mac Download standard's security function. The SD The SD Card Formatter does not format the "Protected
Area". Please use appropriate application software or SD-compatible device that provides SD
security function to format the "Protected Area” in the memory card.

» Downloads

» SD Association Whitepapers

System Requirements
= Operating Systems:

SDISDHC

. Windows 8
¢ Windows 7

AR B meem Y Fimdm

. Windows 8
i Windows 7
Windows : Windows Vista (SP1 or later)

https://www.sdcard.org/downloads/index.htrl




® Other options: Buy a card preloaded with NOOBS; Download Raspbian only;

Buy a card preoqde with Raspbian.

r



- r'fb:- £ A

® Select Raspbian as the | | xpect around 15 minutes for this phase.

® When that’s finished and you are at the desktop, start a terminal session by

clicking on the terminal icon in the taskbar.

r



NOOBS (NEW OUT OF BOX SOFTWARE)

NOOBS v1.9 - Bullt: Mar 18 2016

g [ 1 & &

Install (i)  Edit config (e)  Wifi networks (w)  Online help (h)  Exit (Esc)

Raspbian [RECOMMENDED] [INSTALLED]
A community-created port of Debian jessie for the Raspberry Pi

OpenELEC_RPi2
OpenELEC is a fast and user-friendly Kodi Entertainment Center distributiolf"

M E_"! Data Partition
— || Adds an empty 512MB ext4 format partition to the partition layout.

O] OSMC_Pi2
A fast and feature filled open source media center

H @B Windows 10 loT Core
— Ml Windows for devices. Enables you to build projects and apps.

Disk space

Needed: 3617 MB
Available: 28512 MB

Language (I): | Zi5 English (UK} v| Keyboard (9):






~ LOCAllZAT

Localization: Change t
Localizat ‘0 1: Set Wi-Fi country to US
Interfacing: Enable SSH

Interfacing: Enable VNC



Hostname
Boot Options

Overclock

Update

W B =1 & LN LA R I

| Raspberry

Change User Password

Localisation Options

Interfacing Options

Advanced Options

About raspi-config

Pi S5oftware Configuration Tool (raspi—-config)
= =

Change password for the default
Set the wvisible name for this Pi
Configure options for start-up
Set up language and regional sett
Configure connections to peripher
Configure overclocking for your P
Configure advanced settings
Update thi=s tool to the latest wve
Information about this configurat

<Select>

<Finish>




Please enter a hostname

RaspperryPiff .|

<Cancel>




| Raspberry Pi Software Configuration Tool (raspi-config) |
Locale Set up language and regional sett
I2 Change Timezone Set up timezone to match your loc
I4 Change Wi-fi Country Set the legal channels used in yo

<S5electi <Back>




Package configuration

L 2 |
Locales are a framework to switch between multiple languages and allow

users to use their language, country, characters, collation order, etc.

Please choose which locales to generate. UIF-8 locales should be chosen
by default, particularly for new installations. Other character sets may
be useful for backwards compatibility with older sy=stem=s and software.

Locales to be generated:

|

o o

Lhooh

[ ¥ I W ]

|

= =t
[ ]

o
(¥ ]
Lo

I50-8
I50-8
OTF-8 UTF-
I50-8
OTF-8

E

[~ BEIRE L] — |

<Cancel:>




Software

| Raspberry Pi

S55H

VHC

SPI

I2C

Serial
1-Wire
Eemote GPIO

<S5elect

Configuration Tool (raspi-config) |

Enable/Disable connection to the

Enable/Disable remote command lin

Enable/Disable graphical remote
Enable/Disable automatic loading
Enable/Di=sable automatic loading

a

Enable/Di=zable =shell and kernel m

Enable/Di=zable one-wire interfac
Enable/Di=zable remote access to

<Back>

=

P
5=







® The e, the desktop via

. \ - '
ANl 4 | ] CCUIC OrIC

* On Window e Pul Key pairs are supported to

eliminate using passw

* An SFTP (Secure File Transfer Protocol) server is also enabled to allow you to transfer

files. ‘ e

® Access the web page via http://<IP address>/admin/ and use the
@ password that was provided during installation.
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DS Queries Blocked Today

14,191

DS Queries Today

6.4%

Of Today's Queries Were Blocked

106,964

Domains Being Blocked

Queries over last 24 hours

1800
1600
1400
1200
1000
800

Pi-hole

s




Queries over last 24 hours

1800
1600
1400
1200
/ 1000
800

O 600

(| o — AN N el ~ = - N e ‘A.‘e ’ St A S

15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00

Query Types over Time

B A 1Pv4 queries I AAAA IPV6 queries




Query Types over Time

B A 1Pv4 queries [ AAAAC IPVE queries

15:00 16:00 1700 18:00 19:00 20:00 21:00 22-00 23:00 00:00 01:00 02:00 03:00 04:00 0500 06:00 07-00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 1500 16:00 17-:00

Forward Destinations over Time

B resolver? opendns.com [ resolver1 opendns.com [ local

90 %

80 % |




Forward Destinations over Time

B (csoiver2 opendns.com [ resolvert opendns.com [ local
100 %

90 %
/] 80 %

O 70 %

60 %

50 %
40 %
30 %
20 %
10 %

0%/ !
15:00 16:00 17:00 13:00 19:00 20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00

Top Domains Top Advertisers

Domain i Domain

www.google.com settings-win.data.microsoft.com

weather.wapp.wii.com et.nytimes.com




Top Domains

Domain

www.google.com
weather.wapp.wii.com
vi0.vortex-win.data.microsoft.com
v20.vortex-win.data.microsoft.com
b.googlemail.l.google.com
googlemail.l.google.com
dyndns.domains.live.com
news.wapp.wii.com
imap.gmail.com

arrowsmith.homeserver.com

Top Clients

Client

1592.168.15.1

localhost

Top Advertisers

Domain
settings-win.data.microsoft.com
et.nytimes.com
vortex-win.data.microsoft.com
c.go-mpulse.net
vww.googletagservices.com
ssl.google-analytics.com
ads.flurry.com
vww.googleadservices.com
sh.scorecardresearch.com

googleads.g.doubleclick.net




Domain i Domain
wwnw.google.com settings-win.data.microsoft.com
weather.wapp.wii.com et.nytimes.com

v10.vortex-win.data.microsoft.com vortex-win.data.microsoft.com

v20.vortex-win.data.microsoft.com c.go-mpulse.net

b.googlemail.l.google.com
googlemail.l.google.com
dyndns.domains.live.com
news.wapp.wii.com
imap.gmail.com

arrowsmith.homeserver.com

Top Clients

Client

152.168.15.1

localhost

() Donate if you found this useful.

www.googletagservices.com
ssl.google-analytics.com
ads.flurry.com
www.googleadservices.com
sh.scorecardresearch.com

googleads.g.doubleclick.net

Pi-hole Version v3.0.1 Web Interface Version v3.0.1a FTL Version v2.7.3




Recent Queries (showing all queries within recent 10 minutes, show all)

Show 10 w entries

Time

2017-05-25 16:15:12

2017-05-2516:18:22

2017-05-2516:18:19

2017-05-25 16:18:19

2017-05-2516:18:19

2017-05-25 16:18:19

2017-05-25 16:18:19

2017-05-25 16:18:02

2017-05-25 16:17:26

2017-05-2516:17:26

Domain

cdn.content.prod.cms.msn.com

settings-win.data.microsoft.com

play.google.com

play.google.com

play.l.google.com

play.l.google.com

play.l.google.com

imageresizer.azurewebsites.net

chatenabled.mail.google.com

chatenabled.mail.google.com

Previous 2 3

Client

152.168.15.1

192.168.15.1

192.168.15.1

152.168.15.1

152.168.15.1

192.168.15.1

152.168.15.1

152.168.15.1

152.168.15.1

192.168.15.1

Search:

OK
(forwarded)

Pi-holed

OK
(forwarded)

OK (cached)

OK (cached)

OK
(forwarded)

OK
(forwarded)

OK
(forwarded)

OK (cached)

OK

Action

@ Blacklist

& Whitelist

@ Blacklist

@ Blacklist

@ Blacklist

@ Blacklist

@ Blacklist

@ Blacklist

@ Blacklist

@ Blacklist




Pi-hole

Whitelist

MNote that the ad list domains are automatically added to the whitelist so that a list can never get blocked by another list.

Add a domain (example.com or sub.example.com)

MNote: Whitelisting a subdomain of a wildcard blocked domain is not possible.

Some of the domains shown below are domains of the adlists sources, which are automatically added in order to prevent adlists being able to blacklist each other.
See here for the default set of adlists.

raw.githubusercontent.com

mirrerl.malwaredomains.com

sysctl.org

zeustracker.abuse.ch

s3.amazonaws.com

hosts-file.net

libs.coremetrics.com

dev.visualwebsiteoptimizer.com




Pi-hole

Blacklist

Add a domain (example.com or sub.example.com) Add (exact)  Add (wildcard)

Your Blacklist is empty!

) Donate if you found this useful. Pi-hole Version v3.0.1 Web Interface Version v3.0.1a FTL Version v2.7.3




Pi-hole

Blacklist

Add a domain (example.com or sub.example.com) Add (exact)  Add (wildcard) &

Your Blacklist is empty!

() Donate if you found this useful. Pi-hole Version v3.0.1 Web Interface Version v3.0.1a FTL Version v2.7.3




Pi-hole C/

Update list of ad-serving domains

Update Lists

@ Update Lists




Find Ad Domain In Lists

Domain to look for (example.com or sub.example.com) Search partial match Search exact match

Q, Query adlists




Pi-hole

Output the last lines of the pihole.log file (live)

[+ Automatic scrolling on update

May
May
May
May
May
May
May
May

25
25
25
25
25
25
25
25

16:
16:
16:
16:
16:
16:
16:
16:

21:
21:
21:
21:
21:
21:
21:
21:

33
33
33
33
33
38
33
33

= Tail pihole.log

dnsmasq[695]:
dnsmasq[695]:
dnsmasq[695]:
dnsmasq[695]:
dnsmasq[695]:
dnsmasq[695]:
dnsmasq[695]:
dnsmasq[695]:

: reply ocsp.verisign.com is <CNAME>

: reply ocsp-ds.ws.symantec.com.edgekey.net is <CNAME>

: reply e8218.dscbl.akamaiedge.net is 23.52.155.27

©) Donate if you found this useful.

query[A] ocsp.verisign.com from 192.168.15.1
forwarded ocsp.verisign.com to 288.67.228.228
forwarded ocsp.verisign.com to 288.67.222.222
query[A] ocsp.verisign.com from 192.168.15.1
forwarded ocsp.verisign.com to 288.67.228.228

reply ocsp.verisipgn.com is <CNAME:>

reply ocsp-ds.ws.symantec.com.edgekey.net is <CMAME>
reply e8218.dscbl.akamaiedge.net is 23.52.155.27

Pi-hole Version v3.0.1 Web Interface Version v3.0.1a FTL Version v2.7.3



Pi-hole

Networking

Pi-hole Ethernet Interface
~ ethD

Pi-hole IPv4 address

&  192.168.155

Pi-hole IPv6 address
~

Pi-hole hostname

L | RaspberryFi

Pi-hole DHCP Server

[] DHCP server enabled

Range of IP addresses to hand out

From 192.168.15.201

To | 152.168.15.251




Pi-hole DHCP Server

[] DHCP server enabled

Range of IP addresses to hand out

From 192.168.15.201

To | 192.168.15.251

Router (gateway) IP address

Router 192.168.15.1

Advanced DHCP settings

Enable IPv6 support (SLAAC + RA)

Pi-hole domain name

Domain local

DHCP lease time

Leasetimein hours = 24

Hint: 0 = infinite, 24 = one day, 168 = one week, 744 = one month, 8760 = one year

DHCP leases




DHCP leases

Currently active DHCP leases

MAC address

Static DHCP leases configuration

MAC address

|

Specifying the MAC address is mandatory and only one entry per MAC address is allowed. If the IP address is omitted and a host name is
given, the IP address will still be generated dynamically and the specified host name will be used. If the host name is omitted, only a
static lease will be added.

Save

Upstream DNS Servers

Upstream DNS Servers
Name

Google

OpenDNS




SCI VCIS



Upstream DNS Servers

Upstream DNS Servers

IPv4

Custom 1 (IPv4)
O

Custom 2 (IPv4)
O

Custom 3 (IPvG)

L]
Custom 4 (IPvG)

[

Name
Google
OpenDNS
Level3
Morton
Comodo

DNS.WATCH




Advanced DNS settings

never forward non-FQDNs
never forward reverse lookups for private IP ranges

Mote that enabling these two options may increase your privacy slightly, but may also prevent you from being able to access local
hostnames if the Pi-hole is not used as DHCP server

[] Use DNSSEC

Validate DNS replies and cache DNSSEC data. When forwarding DNS queries, Pi-hole requests the DNSSEC records needed to validate the
replies. Use Google or Norton DNS servers when activating DNSSEC. Note that the size of your log might increase significantly when
enabling DNSSEC. A DNSSEC resolver test can be found here.

Interface listening behavior
() Listen on all interfaces, but allow only queries from devices that are at most one hop away (local devices)

@ Listen only on interface eth(

() Listen on all interfaces, permit all origins (make sure your Pi-hole is firewalled!)

Query Logging (size of log 3.31 MB)

Current status: Enabled (recommended)

Mote that disabling will render graphs on the web user interface useless




Query Logging (size of log 3.31 MB)

Current status: Enabled (recommended)

Mote that disabling will render graphs on the web user interface useless

Flush logs

Disable query logging

Pi-Hole's Block Lists

API

Top Lists
Exclude the following domains from being shown in
Top Domains [ Top Advertisers

Enter one domain per line

Top Clienis

Enter one IP address or host name per line

Privacy settings (Statistics / Query Log)




Pi-Hole's Block Lists

Lists used to generate Pi-hole's Gravity

W https:f/raw.githubusercontent.com/StevenBlack/hosts/master/hosts

[ htips://mirrorl.malwaredomains.com/files/justdomains

[+ htip://sysctl.org/cameleon/hosts

¥ htips://zeustracker.abuse.ch/blocklist.php?download=domainblocklist

[+ htips:f/s3.amazonaws.com/lists.disconnect.me/simple_tracking. b

[V htips://s3.amazonaws.com/lists.disconnect.mefsimple_ad.txt

[ https://hosts-file.net/ad_servers.txt

Enter one URL per line to add new ad lists

Save

e
v

Save and Update




API

Top Lists
Exclude the following domains from being shown in
Top Domains [ Top Advertisers

Enter one domain per line

Top Clients

Enter one IP address or host name per line

Privacy settings (Statistics / Query Log)

[+ Show permitted domain entries
[+l Show blocked domain entries

Privacy mode

[] Don't show origin of DNS requests in query log

Show APl token

Web User Interface




Web User Interface

Interface appearance

[] Use boxed layout (helpful when working on large screens)

CPU Temperature Unit
) Celsius

) Kelvin

® Fahrenheit

System Administration

Restart system Restart DNS server Flush logs

Pi-hole FTL (Running)

Pi-hole Teleporter

) Donate if you found this useful.




Pi-hole FTL (Running)

FTL version: v2.7.3

Process identifier (PID): 1566
Time FTL started: May 22
User [ Group: pihole [ pihole
Total CPU utilization: 0.0%
Memory utilization: 0.3%
Used memory: 2.71 MB

Pi-hole Teleporter

Export your Pi-hole lists as downloadable ZIP file

Export

Import ...

[+ Whitelist
[/ Blacklist (exact)
[+ Blacklist (wildcard)

File input

Upload only Pi-hole backup files.

Import




Pi-hole

Status
® Active ¢ Tempe 120.9°F

® Load: 0.14 0.05 0.01 H e I, p Ce nte r

® Memoryusage: 12.2 %

Header
# Dashboard Top left: Status display
Shows different status messages:

Pl—h'ﬂ IE » Status: Current status of the Pi-hole - Active (), Offline (@), or Starting (®)

» Temp: Current CPU temperature

» Load: load averages for the last minute, 5 minutes and 15 minutes, respectively. A load average of 1 reflects the full
workload of a single processor on the system. We show a red icon if the current load exceeds the number of available

Stﬂtu_ﬂ processors on this machine (which is 4)

Memory usage: Shows the percentage of memory actually blocked by applications. We show a red icon if the

. Active TEH'I']: 1720.9 °F memory usage exceeds 75%
® Load: 0.14 0.05 0.01 Top right: About

9 Memory usage: 12.2% GitHub: Link to the Pi-hole repository

Details: Link to Jacob Salmela's blog with some more details, describing also the concept of the Pi-hole
Updates: Link to list of releases

Update notifications: If updates are available, a link will be shown here.

Session timer: Shows the time remaining until the current login session expires.

P Donate
o i Dashboard
e
i On the dashboard, you can see various Pi-hole statistics:
» Summary: A summary of statistics showing how many total DNS queries have been blocked today, what percentage
/ of DNS queries have been blocked, and how many domains are in the compiled ad list. This summary is updated
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router’s web interface | ACP assignment into a static

aadre

r



STB-LR1
STB-LRZ2
Wi
Wii-wired

HPS740
Carner
RaspberryPi

MNew Static
Connection

DHCP RESERVATION

192.168.15.200

192.168.15.201

192.168.15.147

192.168.15.1485

192.168.15.2

192.168.15.5

192.168.15.5

00:25:2e:e9:a3:ac  Static Arrowsmith

00:21:be:71:4e:3¢c | Static Arrowsmith

00:23:31:71:34:c1  Static Arrowsmith

00:24:49:01:08:e7 | Static Arrowsmith

al:8c:fd:5c:7e:d0  Static Arrowsmith

00:23:a87:5e:5c:8d | Static Arrowsmith

bg8:27:eb:ab:58:61 Static Arrowsmith

Fress the Refresh button to update the data.

Close

Refresh

Acthve

Active

Expired
Expired

Active

Active

Expired

i

Minutes

107358
Minutes

10738
Minutes

10738
Minutes

1199
Minutes

el 1=
L85
LB
L85
L85
LS5
L85
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® or manually contigure € : 3 ) e the Pi-hole as their DNS server.

® There are usually two DNS addresses entered. | have Pi-hole as the primary

and OpenDNS as the secondary (backup) DNS server. This allows me to

remove the Pi, reboot it, etc. and keep my network functioning (but slower).



-

MTU: | Automatic v 1500

Internet Protocol | U=se the Following IF Address

IP Address: ez |l1ss  [J15  |]1

Subnet Mask: EN N EEE

Bridge Hardware Acceleration [ |Enabled

Bridge
VLANs Status

xl,:' Arrowsmith Cisabled Connected

] % Ethernet/Coax Disabled Connected

L] ,‘Q Broadband Connection (Ethernet/Coax) Connected

1! Wireless Access Point Disabled Connected

DNS Server | Use the Following DMNS Server Addresses Vl

Primary DNS Server: 192 |[1e8 |15 |[s

Secondary DNS Server: |2IZIE |_|ET ||22III ||22I:I

IP Address Distribution ODHCP Server

Start IP Address: 192 |les |15 |2

End IP Address: 12 ||1e8  |[15  |[254

Subnet Mask: N

WINS Server: o o o o

Lease Time in Minutes: 11520

Prowvide Host Mame If Mot Specified by Client




\

Client Machine
(Web Browser)
{wvav.godaddy.com)

/'IW

DNS Serve;\(s)
(Recursive Qu
(Local Cache Table)
(DNS Record TTL)

(“.") Root Name Servers
Root represented by empty String

Domams housed by Organizations and Hosting
\ Providers

Godaddy
199.3.187.158




The

arver and rfoutes

eturns its own IP address to

® When the client then asks for a resource from that IP ad reés, the Pi-hole returns a

blank (or a configurable) image, an explanatory box or a web page that self-closes.



1§ ACCESSING A PAGE AT A BLOCKED DOMAIN

O & Website Blocked

Access to the following site has been blocked:
googleads.g.doubleclick.net/fgh.htm

If you have an ongoimng use for this website, please ask the owner of the Pi1-hole 1n your
network to have it whitelisted.

This page 15 blocked because it 15 explicitly contained within the following block list
(s):

| Go back | Whitelist this page | Close window |

enerated Sat 6:44 AM, Jul 289 by Pi-hole v3.1.4




1\\5 ACCESSING AN IMAGE AT A BLOCKED DOMAIN g

/|
O
Windows Internet Explorer
W 0 The webpage you are viewing is trying to close the tab.

Do you want to close this tab?




ad PlI hole
h
> I suggest that o access the domain
and then looking " TNE ITY the domain that ,Iocked,

- . LL N L L b L L c } ,
click the whitelist button to imme ely TIX The problem

* Disabling the Pi-hole temporarily can also help pinpoint the broblem domain.

® If you whitelist an incorrect domain, then simply remove it from the whitelist as you
/ continue to look for the right domain.
@




aches of
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* | keep this batch file Fhe | disable the Pi-hole.

®* FlushDNS.ba!

ipconfig /flushdns

—

r



- [‘“f-:;‘f ( | ne sadme manner ads

done arter the

o ‘V @I’] ‘QLQJIQ ii‘l? E}D olelge MaKe dn -FF;(,JE'JCA-‘ QQ)S)Y} gjj'ﬁiaj’ 'i er)’fhing iS Sell. Up
just in casel | use Win32 Disk Imager to do that.

® Use ‘teleporter’ tool to save a copy of your whitelist, etc. to a zip file as
< backup or to move to another pi



® Or, start

{)

\J ]b reboot: use the setting Ty I veb interface or start a terminal

0
(L

session and enter sud hutdowr r NoOw

® The red light is a poer indicator; The gren light indicates SD card activity.



J"/‘\'/fhf‘l_‘:: < , : ‘ : | 'S /W h’;" ,-*Clel’
® PuTTY: http://www.chidrk.greene .UK/~sgtatham /g download.html

® VNC Viewer:

r


https://www.raspberrypi.org/
https://www.adafruit.com/
https://pi-hole.net/
https://www.sdcard.org/
https://sourceforge.net/projects/win32diskimager/
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
https://www.realvnc.com/download/viewer/
https://en.wikipedia.org/wiki/Domain_Name_System
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