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Aspects of Computer Wear and Tear

• Windows Update - added dozens of patches to the 
operating system 

• Installed some new third-party software

• Uninstalled other programs 

• Upgraded or patched apps and utilities 

• Altered, tuned, and tweaked various aspects of the 
system's user interface and software settings

• Created and deleted myriad new:

• emails, documents, photos, MP3s, videos, 
spreadsheets, etc.

4



System Backup
System Image

System Backup

• Done for personal data – the data created and downloaded. 
Documents, movies, music, Photoshop files, work data, etc. 

• For personal data, do more regular backups, because documents 
and other personal data get changes and new additions frequently.

System Image

• An exact copy of the entire hard drive, including every single piece 
of data: operating system, hardware drivers, apps installed, settings, 
preferences, etc.

Both will copy corrupted files and viruses 5



To back up programs, system settings, 
and files

Go To:

• https://support.microsoft.com/en-us/help/17127/windows-
back-up-restore

• Applies to Windows 7and 8.1 

• https://support.microsoft.com/en-us/help/17143/windows-
10-back-up-your-files

• Applies to Windows 10 
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Check the ‘hard drive's’ 
physical/logical health

• The hardest-working components in PCs 

• As sure as taxes, all drives eventually wear out

• Check hard drive's physical health via the Self-Monitoring, 
Analysis, and Reporting Technology 
• (aka SMART) subsystem built into most current hard 

drives

• Free software can help you do so. Google: ‘SMART Test for 
Hard Drive’
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Spinning Hard Drive Solid State Memory



Solid State Memory Health Check 
Software

• Crystal Disk Mark (Windows) 
http://crystalmark.info/software/CrystalDiskMark/index-
e.html

• Smartmonotools (Windows | MAC | Linux | Live CD)  
https://www.smartmontools.org/wiki/Download

• Samsung Magician (Windows)  
http://www.samsung.com/semiconductor/minisite/ssd/dow
nload/tools.html

• Intel Solid-State Drive Toolbox (Windows | MAC | Linux)  
https://downloadcenter.intel.com/download/26574?v=t 9
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Windows' built-in tools 

Check on the ‘logical health’ of the files on the drive

• Every version of Windows has chkdsk (as in "check disk") for 
exactly that purpose

Go To:

• Windows 7

• https://support.microsoft.com/en-us/help/2641432/check-
your-hard-disk-for-errors-in-windows-7

• Windows 8.1 or 10

• http://www.digitalcitizen.life/test-partition-errors-check-disk

• https://windowsinstructed.com/run-chkdsk-windows/ 10

https://support.microsoft.com/en-us/help/2641432/check-your-hard-disk-for-errors-in-windows-7
http://www.digitalcitizen.life/test-partition-errors-check-disk
https://windowsinstructed.com/run-chkdsk-windows/
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‘Check Disk’ Windows 10

1. Right Click
2. Select ‘Properties’



Window 7, 8.1
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Updates & Downloads 

Fix Windows Update errors

https://support.microsoft.com/en-us/help/10164
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Patch & update all software & the 
OS (Operating System)

• Make sure all OS software updates are installed 
• Especially security-related patches! 
• Start by opening Windows Update:

• Control Panel
• Click Check for updates
• Review the list of patches Microsoft wants installed

• Windows 10 has changed the OS-updating game
• Security updates are mandatory and automatically installed
• Win10 Pro users have a bit more control over feature 

updates 
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Patch & update all software
on the OS

• Check  other software 

• Most apps let you check for updates manually 
• via menu options such as Help, Help/About, or Help/Update

• Software Tools that work: 
• Secunia Personal Software Inspector 3.0;
• CNET’s TechTracker auto-update tool; 

• While you're checking  software, look for programs not used for a 
while
• Remove apps that no longer serve any useful purpose 

• Google a Program if you do NOT know what it does

• Example: Bonjour  Review
15



https://www.ninite.com
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Free Downloads from a Secure Site.



17

https://www.Ninite.com

Free Downloads from a secure site



Check Defenses 
Passwords, Firewall, Router

Run a Password Test

Virus Scans that are online free

Make sure the Firewall is turned ON

Make the Router/Modem secure
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Do a thorough review of PC's defenses
• Passwords: Verify that passwords are still secure by testing them:

• How secure is my password? 
https://howsecureismypassword.net/

• GRC “How big is your haystack?” 
https://www.grc.com/haystack.htm

• Password Meter - http://www.passwordmeter.com/

• Bottom Line: upgrade the passwords

• Firewall: Test the Firewall

• The following sites offer free, easy-to-use, firewall-testing tools and 
services:

• HackerWatch ‘Probe’ - https://www.hackerwatch.org/probe/

• GRC ‘ShieldsUP’ - https://www.grc.com/x/ne.dll?bh0bkyd2
19
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On-Line Anti Virus Scanners

Antivirus: run a full scan with a standalone security tool such 
as:

(Google the name)

• ESET's Online Scanner -http://www.eset.com/us/online-
scanner/

• Microsoft's Safety Scanner 
http://www.microsoft.com/security/scanner/en-
us/sysreq.aspx

• Trend Micro's HouseCall http://housecall.trendmicro.com/

• Delete from PC after one (1) use
20
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Router Checker

• Wi-Fi Router: Many routers contain a flaw in their Wi-Fi 
Protected Setup (WPS) 
• (WPS), a system built into many wireless routers to make 

it easier for you to help guests and visitors get on the 
internet at home

• Call the ISP – Name the Network, set its own Passphrase

• To see whether the router is affected — and what to do if it 
is — check out "Routers using WPS are intrinsically unsafe: 
https://nakedsecurity.sophos.com/2014/09/02/using-wps-
may-be-even-more-dangerous/
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Free Up Drive Space

Windows Tune-up Tasks

Disk Cleanup is a Great Microsoft Utility

Tasks that will help clean up a PC’s digital clutter
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Known by Different Names
Hard Disk Drive (HDD) 
Hard Disk
Hard Drive 
C Drive 

A data storage device that uses magnetic 
storage to store and retrieve digital 
information using one or more rigid 
rapidly rotating disks coated with 
magnetic material.



Tips to free up Hard drive space

Windows is a pack rat. 

• Use Disk Cleanup – Control Panel > Administrative Tools > 
Disk Cleanup

• Uninstall apps you no longer need – Control Panel >Program 
and Features

• Archive or delete files you're no longer using

• Make OneDrive - files online-only – not also on your PC

• Move - files to a removable drive – Western Digital

• https://support.microsoft.com/en-us/help/17421/windows-
free-up-drive-space (Step-by-step at this website)
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How to Run Disk Cleanup
• Windows 10 and Windows 8

1. On the Desktop screen, press Windows key + X to open the 
Power User Task Menu

2. In the menu, tap or click the Run option

3. In the Run text field, type cleanmgr 

4. Press Enter

• Windows 7 

1. Open the Start menu

2. Click on Programs > Accessories > System Tools

3. In System Tools, click the Disk Cleanup utility 25
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Windows 
8.1

Windows 
10 

Windows Logo + X
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Disk Cleanup

1. Make sure all the boxes are  
checked.

2. Click on OK. 
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Run a second time.
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1. Click-Cleanup System Files
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Clean Up System Files

More Options available
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Disk Cleanup in Progress



Clean Up the Startup Folder 

A Start Up Folder Exists on every PC

• Boot up (Turn ON) a PC, it goes to the Startup Folder

• Apps and programs are designed to:

• Automatically insert themselves into Windows’ startup sequence

• So the application is ready instantly

• This action:  

• Drains  system resources

• Slows down a program speed

• Ram is filled up with start up Programs  – (Random Access 
Memory)

• Common Problem - a PC takes longer to start up from Off mode

• Results in slow startup/ slow performance 33



How to disable Startup Programs
Windows 7, 8.1, 10

http://www.howtogeek.com/74523/how-to-disable-startup-
programs-in-windows/

• Step by Step for Windows 7, 8.1, 10

• With screen shots
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‘Run Command’ App - Windows 7
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msconfig – Win  7
Check marks means still running in the background
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System Configuration Screen
Windows 8.1, 10 (msconfig)

Note: To open the Task Manager, go to the Task Bar:

1. Right Click

2. Select Task manager

3. Select Startup Tab
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Task Manager 
Windows 8.1, 10

1. Right Click the Task 
Bar.

2. Click on Task Manager
3. Click the Startup tab
4. Select a program to 

disable
5. Click Disable

NOTE: Not all programs 
can be Disabled



Delete Programs
Get rid of Programs you no longer need or use

• Uninstall a program from  computer if:
• You no longer use it
• Don’t Know what it is? GOOGLE it (Epson Status Monitor 3 

Startup)
• Google says - and it has no purpose

• You can use “Programs and Features” to: (from the Control 
Panel)
• uninstall programs
• change the program's configuration by adding or 

removing certain options
• repair the program 
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Uninstall a Program/App
Windows 7 or 8.1 and 10 

1. Go to the  ‘Control Panel 
a) Type Control Panel in Search Bar on the task bar
b) Type Windows logo + x  and select Control Panel

2. Click ‘Programs and Features. 

3. Select a program

4. Click Uninstall

Note: To change or repair a program:  Click ‘Change’ or 
‘Repair’
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Some programs allow Repair.



Revo-uninstaller
Google: Revouninstaller Free or available in ninite

www.ninite.com - Utilities

• Launching Revo fires up the Uninstaller screen: 
• which shows icons and titles of all programs installed on machine

•Revo is a 4-Step Process
1. Set restore Point
2. Run Uninstall
3. Search for leftover Registry Items
4. Search for leftover Files on Hard Drive

NOTE: 1.Do not leave the Revo program in the middle 

2. Restart PC after three (3) uninstalls
43
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System Restore Point

Restore points: created to allow users a choice of 
previous system states

Each restore point contains the necessary information 
needed to restore the system to the chosen state
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Why do a System Restore Point

• Allows the user to revert their computer's state (including 
system files, installed applications, Windows Registry, and 
system settings) to that of a previous point in time 

• Used to recover from system malfunctions or other problems

• Microsoft always does a System Restore Point Prior to 
installing a ‘Windows Update’

• The restore itself can be undone
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Windows creates restore points
Automatically

• When Windows Update installs new updates

• When the user installs a driver that is not digitally signed by 
Windows Hardware Quality Labs

• On user's command
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Setting a restore Point

• Set a System Restore point – when PC is Healthy – Know 
How.

a. Revert a computer's state (including system files, 
installed applications, Windows Registry, and system 
settings) to that of a previous point in time  

b. Can be used to recover from system malfunctions or 
other problems

Note: that ‘System Restore’ will NOT delete files  such as: 
• Photos 
• Documents

48



Setting a restore Point

• System Restore is not a good solution for removing viruses or 
other malware.

• Go TO How to Geek website: (Step by step and pictures) 
http://www.howtogeek.com/howto/windows-vista/using-
windows-vista-system-restore/

• This site covers Windows 7, 8.1, and 10.
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To set a Restore Point in Windows 7, 
8.1, 10

Windows 7, 8.1

https://support.microsoft.com/en-us/help/17127/windows-
back-up-restore

Windows 10 

http://www.windowscentral.com/how-configure-system-
restore-windows-10
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PC Security

Technologies used to secure PCs, laptops and other 
personal devices on a network 

PC security is critically important to prevent change or 
damage that can be caused due to any malicious threats

PC security is also referred to as IT security or cyber security
51



What is a Malware Cycle
1. Hacker makes a Malware program - puts it on the Internet

2. Antivirus company discovers malware - makes a fix

3. PC gets an update to the antivirus software

4. Update is installed on device

What is the time lapse between steps  1 and 
4?

No Anti-virus is 100% effective
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Update all Security Tools

• Free versus Paid Anti-virus - Depending on whom you ask, 
paying for antivirus software is either a:
• good investment or a total rip-off
• In reality, neither viewpoint is accurate

• Free Anti-Virus – May NOT Auto Update
• You must update A/V
• Can be done in the background

• Make sure a “Firewall” is turned ON
• Type ‘Firewall’ in the Search Box (Windows 8.1, 10)
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Free Anti-virus with Microsoft

Microsoft Security Essentials - Built into Windows  7, 8.1, 10

• Win 8, 10 - Anti-Virus is called  “Windows Defender”
• It is, in fact, “Microsoft Security Essentials”

• to prevent spyware
• Windows includes a few security tools that you’ll want to 

keep up-to-date to protect a PC from malware threats 
(see slide 12)

• Keep Antivirus Updated
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Logging on to the PC
Administrator versus Standard

• This is called UAC – User Account Control.

• UAC is a security feature of Windows 

• Helps prevent unauthorized changes to the computer 

• Changes can be initiated by:
• applications
• viruses 
• other users

• User Account Control makes sure these changes are made 
only with approval from the administrator.
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User Accounts in Windows
What are user accounts?

• A user account allows you to sign in to the computer 

• A computer already has one user account, which you were 
required to create when you set up the computer 
(Administrator)

• You can create a separate user account for each person

• Why use separate user accounts?

• User accounts allow everyone to save their own files, 
preferences, and settings without affecting other computer 
users
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Don't log on as an administrator 
Microsoft words

Why use a standard user account instead of an 
administrator account?

• When you are using programs that require Internet access, 
such as:
• a web browser 
• an e-mail program

• We recommend that you log on as a standard user rather 
than an administrator 

• That's because many viruses and worms can't be stored 
and run on a computer unless you're logged on as an 
administrator
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Types of User Accounts

• Administrator: makes changes to system settings or 
managing other people's accounts
• Full access to every setting on the computer
• Every computer will have at least one Administrator 

account
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Types of User Accounts

• Standard: for normal everyday tasks
• Running software or personalizing the desktop
• Cannot make changes to system settings or managing 

other people's accounts
• Able to make Administrator-level changes

• you'll just need to provide the Administrator password 
when making these changes
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Logged in as a “Administrator”



Logged in as a 
Standard User 



‘User Accounts’ 
in Control Panel 
Windows 7, 8.1

62

Sign in each day as ‘Standard’ 
account, 

NOT as ‘Administrator’
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UAC windows 10



How to enable a ‘Local Account’
On Windows 10 Home & Professional editions

Local Account is a standard account

Must be done logged in as a Administrator.

1. Select the Start button

2. Select Settings > Accounts > Family & other people > Add 
someone else to this PC  
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Windows 10.
1. Set up a Standard Account for Daily Use.
2. Step by step to follow - next 3 slides.
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Windows 10 
Ignore the prompt to provide an email or phone 
number. 
Instead click on the link at the bottom that reads 
“The person I want to add doesn’t have an email 
address”
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Windows 10 
The local account you are creating 
display suggests creating a user name 
and a password for that account. I 
suggest using the name “Standard”.

1. Enter a preferred username and 
password.
2. Click “Next”. 
This protects the Standard User Account.



Local Account gives 
protection to the PC
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Recommendations 

• Things to do when a PC is Healthy:
A. Set a restore point
B. Clean out the start-up File
C. Download and Run ‘CCleaner’ at least weekly
D.  Update Apps, Drivers and programs
E.  Perform ‘Disk Cleanup’

F.  Run Updates on Anti-Virus program
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