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Knowledge is Power

Staying Safe Online
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What are fraudsters looking for?

• Credit card numbers

• Personal information

• Money (or Bitcoin!)

• Mischief

Staying Safe Online
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Key to staying safe:

Think before you click

Staying Safe Online
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Cybercrime is big business
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Common avenues for fraudsters:

• Email

• Fake Websites (typosquatting)

• Pop ups

• Fake Facebook accounts

Staying Safe Online
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Fraudsters engage in phishing, which is 
The practice of sending send fake emails

Phishing = phony + fishing

Email
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Phishing  How does it work?

• Fraudsters create a fake email using actual logos 

• Send it to perhaps millions of email addresses

Email
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PhishingEmail
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Some emails may look like they came 
from a friend…

Email
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Fraud
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Viruses
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Viruses

What to do? Shut the computer down

Do not click “restore session” when rebooting
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1.  Keep your software up to date
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2. Beware of pop up alerts that your computer 
needs to be “cleaned” or “repaired”
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3. Passwords…
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4. Use Google search to find your website
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5. Have a mental checklist to avoid clicking on 
‘bad stuff’

• Verify emails – be especially on guard for those that appear 
business like.

• Never click through an email – go to browser.
• Use google search to get to websites as it will correct typos.
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6.  Anti-Virus Software

• Of course, use good – up to date – anti-virus 
software.

• Review periodically against its competitors
• Consumer Reports is a good source for ratings
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7. Backup

• Have back up that has version control and is 
redundant – distinquished from cloud or other 
storage

• Check reviews and company communications on 
response to ransomeware
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8. Have an action plan if suspect virus 

• Know what immediate steps you will take. 
• Disconnect computer from servers, online storage 

(e.g., dropbox), etc.
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What to do if you have been scammed?

• Possibly file a police report
• If credit card used, report to the company either for replacement or 

to contest charges
• Change passwords if you think you’ve been hacked. 
• Consider filing a report with FTC or state office of consumer 

protection.
• Look for file download with “virus” – delete.
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Thank you! 

Questions?

Staying Safe Online
Pam Holland
TechMoxie, LLC

Pam@Tech-Moxie.com
www.tech-moxie.com


