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SUMMARY

The Task Manager in Windows.. provides you
with an under-the-hood view of the operating
system, startup programs, and third-party
software application programs, hardware
utilization, and network bandwidth utilization.
You can use the Task Manager to isolate and
resolve problems in your Windows.. computer.



TOPICS

Launching the Task Manager

Task Manager Differences Between Windows
7/8/8.1/10

Using the Task Manager
Using the "Processes” Tab of the Task Manager
Using the "Users" Tab of the Task Manager



TOPICS (continued)

Using the "Details" Tab of the Task Manager
Using the "App History" Tab of the Task Manager
Monitoring for a "Memory Leak"

Using the "Startup” Tab of the Task Manager
Using the "Services" Tab of the Task Manager



LAUNCHING THE TASK MANAGER

* Six ways to start the Task Manager in
"Windows..":

» Method 1:
Press Ctrl + Shift + Esc
(This is the most reliable method of starting
the Task Manager for "Windows 3.1",
"Windows NT 4.0", "Windows 2000",
"Windows XP", "Windows 7", "Windows 8.1",

and "Windows 10")






LAUNCHING THE TASK MANAGER

* Six ways to start the Task Manager in "Windows..":

» Method 1 (continued):
(Ctrl + Shift + Esc
does not work for "Windows 95", "Windows 98"
or "Windows ME".)



LAUNCHING THE TASK MANAGER
(continued)
» Method 2:
Press Ctrl + Alt + Del
Then click on Task Manager.
(This method works for all versions of
"Windows..".
This method is the only way to bring up
the Task Manager in "Windows 95",
"Windows 98", and "Windows ME".)
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LAUNCHING THE TASK MANAGER
(continued)

» Method 3:
(For Win 8.1 or 10:)
Right click on the "Start” button.
A "Power Users Menu" will be
displayed.
Then click on Task Manager in the
"Power Users Menu".
13



3:33 PM

ADWE o6




3:33 PM

ADWE o6




Programs and Features
Power Options
Event Viewer

ystemn
Device Manager
Metwork Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel

File Explorer

Search
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LAUNCHING THE TASK MANAGER
(continued)

» Method 3A:
(For Win 8/8.1/10:)
Use the keyboard and press
"Windows key" + x
Then click on Task Manager in the
"Power Users Menu".
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LAUNCHING THE TASK MANAGER
(continued)

» Method 4:
(For Win 7/8/8.1/10:)
Right-click on unused space on the
Taskbar.
Then click on Task Manager in the
pop-up context menu.

20



3:33 PM

ADWE o6




Toolbars

Cortana
Show Task View button

Show touch keyboard button

Show the desktop

Task Manager

Lock the taskbar

Properties

2 ecycle Bin
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LAUNCHING THE TASK MANAGER
(continued)

» Method 5:
Double-click on "Taskmgr.exe"
inside C:\Windows\System32\
(This rather cumbersome
method works for all versions of

"Windows..".)
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Minidump )
MiracastView
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OCR
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* Panther
Performance

PLA

PolicyDefinitions
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Taskmgr.exe
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LAUNCHING THE TASK MANAGER
(continued)

» Method 6:
(For Win 8/8.1:)
Go to the "Start"” screen.
Type In
task
using the keyboard.
Then click on Task Manager.
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Everywhere
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Search

Everywhere -

sk Manager

Task Manager

Change the background and
colors on Start

Choose whether to show

Windows 5tore apps on the task...
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LAUNCHING THE TASK MANAGER
(continued)

» If you start up Task Manager and

you see this simplified, default version
of the Task Manager, click on

"More Details" to get the full-featured
version of the Task Manager:
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17+ Task Manager

" Google Chrome (32 bit)

(=2 Internet Explorer

E Microsoft Edge

More details
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More details
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172 Task Manager
File Options View

Processes Performance App history Startup Users Details  Services

- 3% 17% 0%
Mam & CPU Mermory Metwork

Apps (4)
' Google Chrome (32 bit) 0.1 MB/s
(= Internet Explorer 0 MB/s
E Microsoft Edge 0 MB/s

1% Task Manager 0 MB/s

Background processes (27)
[w5] Application Frame Host 0 ME/s
=] Browser_Broker 0 ME/s
E Cortana 0 MB/s
[eE] Device Association Framework ... 0 MB/s
[#5] Dism Host Servicing Process 0 ME/s
€ Google Chrome (32 bit) 0 ME/s

[mE] Host Process for Windows Tasks 0 MB/s

[mE] Host Process for Windows Tasks 0.1 ME/=

Fewer details End task




% - 2% 20%

MName CPU Memory
Apps (4)

& Google Chrome (32 bit) 0.5% 24.0 MB

"-E,'i Internet Explorer 0% 64.9 MEB

F-) Microsoft Edge 0% 8.8 MBE
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TASK MANAGER DIFFERENCES
BETWEEN "WINDOWS 7", "WINDOWS
8.1", AND "WINDOWS 10"

* For each successive version of
"Windows..", the Task Manager that
is provided has more capabilities
relative to the previous version of
"Windows..":
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TASK MANAGER DIFFERENCES
BETWEEN "WINDOWS 7", "WINDOWS
8.1", AND "WINDOWS 10" (continued)

* The Task Manager in "Windows 7":
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%B Windows 7 Home Premium x64 2015-11-23 - Vivlware Workstation 12 Player

F'la],.rerv| il - &IEZE&

IBIE]

File Options WView Windows Help

WﬁmlﬁmsseslmlPerfmmmcelNetwmmglmersl

Task ~ | status |
- Libraries Running
IIi,él'«"lsr'«l.u:cnm -Hotmail, Outlook, Skype, Bin...  Running
Ol windows Media Player Running

Switch To | Mew Task. ..

Processes: 34 (CPU Usage: 0% Physical Memory: 13% A
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TASK MANAGER DIFFERENCES
BETWEEN "WINDOWS 7","WINDOWS
8.1", AND "WINDOWS 10" (continued)

 The Task Manager in "Windows 7"
has the following 6 tabs:
Applications, Processes, Services,
Performance, Networking, and Users
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% Windows 7 Home Premium x64 2015-11-23 - VMware Workstation 12 Playe

F'Iaj,.rer-r| il - @ﬂ&

Il i

File Options WView Windows Help

Applications |P'mu::E55E5| E'rewicesl Performance I Metworking l Users I

Task = | status |
- Libraries Running
EMSN.mm - Hotmail, Qutlook, Skype, Bin... Running
) windows Media Player Running




TASK MANAGER DIFFERENCES
BETWEEN "WINDOWS 7", "WINDOWS
8.1", AND "WINDOWS 10" (continued)

* The Task Manager in "Windows 8.1":
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ks Task Manager

File Options View

Processes | Performance | App history | Startup | Users | Details | Services
. 4%

Mame

Apps (1)

¢ g7l Task Manager

Background processes (18)

> w7 COM Surrogate

> w7 COM Surrogate
27 Device Aszociation Framework ...
[m7] Host Process for Windows Tasks
= Microsoft Distributed Transacti...
g Microsoft Windows Search Filte...
g Microsoft Windows Zearch Inde...
g Microsoft Windows Search Prot...
[E7] Microsoft® Volume Shadow Co...
g,',-_g Spooler SubSystem App

7] VMware Activation Helper

@ Fewer details

12%

Mermory

0.1 MB/s

0%
Metwork

End task
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TASK MANAGER DIFFERENCES
BETWEEN "WINDOWS 7", "WINDOWS
8.1", AND "WINDOWS 10" (continued)

* The Task Manager in "Windows 8.1" has
the following 7 tabs:
Processes (includes Applications),,
Performance (includes Networking), App
History (new), Startup (new), Users,
Details (new), and Services
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jEx Task Manager

File Options View

Processes | Performance | App history | Startup | Users | Details | Services

g 0% 47%
Mame Status CPU Memory
Apps (1)
g Task Manager 0% 7.3 MB

0% 0%
Dhisk Metwork

0 MB/s 0 Mbps
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TASK MANAGER DIFFERENCES
BETWEEN "WINDOWS 7", "WINDOWS
8.1", AND "WINDOWS 10" (continued)

* The Task Manager in "Windows 10":
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172 Task Manager
File Options View
Processes  Performance App history Startup  Users
. 1%

Mame CPU
Apps (4)

& Google Chrome (32 bit)

(= Internet Explorer

E Microsoft Edge

1% Task Manager

Background processes (20)

[5] Application Frame Host

[85] Browser Broker

E Cortana

[85] Device Association Framewoark ...
& Google Chrome (32 bit)

[85] Host Process for Windows Tasks
[m5] Host Process for Windows Tasks

E Microsoft Edge

Fewer details

Details  Services

17%

Memory

244 MEB
65.9 MB
2.2 MBE

3.5MB

0.1 MB/s
0 MB/s
0 MB/s

0 MB/s

0%
Metwaork

End task
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TASK MANAGER DIFFERENCES
BETWEEN "WINDOWS 7", "WINDOWS
8.1", AND "WINDOWS 10" (continued)

 The Task Manager in "Windows 10" has the
following tabs:

Processes (includes Applications), Performance

(includes Networking), App History, Startup, Users,
Detalls, and Services
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1=l Task Manager —

File Options View

Processes  Performance App history Startup Users Details  Services

- 0% 17% 0% 0%
MName CPU Memory Disk MNetwork

Apps (4)
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USING THE TASK MANAGER

* The Task Manager gives you control over
things that are happening in a
"Windows.." computer that you otherwise
would not have control over without
dealing with more complexity:
applications, toolbars, and drivers that are
malfunctioning and malware instances:

o1



USING THE TASK MANAGER
(continued)

* When your "Windows.." computer is
low on available RAM and you are
not running a software application
program, "Windows.." will tell you
with error messages such as this
ohe:
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Microsoft Windows

Your computer is low on memory

To restore encugh memory for programs to work

carrectly, save your files and then close or restart all
Cpen programes,




USING THE TASK MANAGER
(continued)

* When your "Windows.." computer is low
on available RAM and you are running at
least one software application program, it
will pop up a slightly-fancier error
message such as this one:

54



! Microsoft Windows @

I Close programs to prevent information
i
loss

Your computer 15 low on memory. Save your files and
close these programes:

Internet Explorer
Internet Explorer

Close programs Cancel

Windows will only close enough programs to restore needed
MEMaTy.,
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USING THE TASK MANAGER
(continued)

* Instead of clicking on "Close Programs”,
you can get more information and more
control over the situation by clicking on

"Cancel" and then using the Task Manager
instead.
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! Microsoft Windows @

I Close programs to prevent information
loss

Your computer is low on memory. Save your files and
close these programs:

Internet Explorer
Internet Explorer

Close programs Cancel

Windows will only close enough programs to restore needed
MEMCTY.
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USING THE TASK MANAGER
(continued)

* Sometimes, your computer will be
so desperately short on free RAM,
that even the "Close Programs”
and the "Cancel” buttons in the
error messages fail.
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USING THE TASK MANAGER
(continued)

* |n most cases, you can still bring
up the Task Manager by pressing
"Ctrl" + Shift" + "Esc” with the

keyboard:
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= Task Manager

" Google Chrome

[E Microsoft PowerPoint (32 bit)

=] Money (32 bit)

FMaore details
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USING THE TASK MANAGER
(continued)

* |f you see this simplified, default version

of the Task Manager,

click on
"More Details" to get the full-featured

version of the Task Manager:
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= Task Manager

" Google Chrome

[E Microsoft PowerPoint (32 bit)

=] Money (32 bit)

FMaore details

End tasl
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USING THE TASK MANAGER
(continued)

* In Windows 8.1 and 10, the full-
featured version has seven tabs
for you to select between:
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= Task Manager

File Options  View

Processes | Performance | App history | Startup | Users | Details | Services

’ 88%

Marme Memory Metwork

Apps (2)

* (2 Internet Explorer (2) Mot responding - 142.3 ME 0 MB/s

* 17w Task Manager 0% 7.5 MB 0 MB/s

Background processes (17)
Adobe® Flash® Player Ltility 0 MB/s
[a°] COM Surrogate 0ME/s
[57] Device Association Framework Provider Host 0O ME/=
[m7] Host Process for Windows Tasks 0.1 MB/=
\% Internet Explorer (32 bit) 0O ME/=
i Microsoft Distributed Transaction Coordinator Service 0ME/s
¢ Microsoft Windows 5earch Indexer 0.1 MB/s
[m7] Runtime Broker 0 MB/=

g-g_g Spooler SubSystemn App 0 MB/s

[ VMware Activation Helper 0ME/s

@ Fewer details




USING THE "PROCESSES" TAB OF THE
TASK MANAGER

* In Windows 8.1 and 10, the
"Processes' tab has three

sections:

1 Apps

J Background Processes
] Windows Processes
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USING THE "PROCESSES" TAB OF THE
TASK MANAGER (continued)

* To do something to a process,
right-click on it and you will get a
pop-up context menu:
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= Task Manager

File Options  View

Processes | Performance | App history | Startup | Users | Details | Services

’ 88%

Marme Memory Metwork

Apps (2)

* (2 Internet Explorer (2) Mot responding - 142.3 ME 0 MB/s

* 17w Task Manager 0% 7.5 MB 0 MB/s

Background processes (17)
Adobe® Flash® Player Ltility 0 MB/s
[a°] COM Surrogate 0ME/s
[57] Device Association Framework Provider Host 0O ME/=
[m7] Host Process for Windows Tasks 0.1 MB/=
\% Internet Explorer (32 bit) 0O ME/=
i Microsoft Distributed Transaction Coordinator Service 0ME/s
¢ Microsoft Windows 5earch Indexer 0.1 MB/s
[m7] Runtime Broker 0 MB/=

g-g_g Spooler SubSystemn App 0 MB/s

[ VMware Activation Helper 0ME/s

@ Fewer details




it Task Manager

E

File Options  View

Processes | Performance | App history | Startup | Users | Details | Services

: 99% 58%

MName Status CPU Mermory
Apps (£)

» 2 Internet Explorer (2] Mot responding 142.3 MB

> Task Manager 0% 1.3 MB

68



- 99% 88%
MName Status CPU Memory
Apps (2)
= (= Injernet Explor--" Mot responding 100.0% 141.8 ME
Expand
Manager End task 0% 1.3 MB
round Dro Resource values
Adobe® Flash ot dump file 0% 1.4 MB
B COM Surroga{ | 00 to details 0% 1.6 MB
Open file location
[m5] Device Associ _ 0% 3.3 MB
Search online
| Host Process f Properties 0% 6.7 MB
R Intarnat Cunlarar 727 kil e 1A KAR
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L]

2l

31

Expand
End task

Resource values
Create dump file

Go to details
Open file location

Search online

Properties
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USING THE "PROCESSES" TAB OF THE
TASK MANAGER (continued)

* Click on "End task" to get the
problematic program to close:
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xplor=-—-"

Mot re

— Expand
9=t End task
[ Resocurce v
Elach Create dump file
Go to details
rogal
| Open file location
ol Search online
ess f Properties

-Distributed Transaction Coordinator Service
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USING THE "PROCESSES" TAB OF THE
TASK MANAGER (continued)

* The problematic program wiill
then disappear from the
"Processes’ tab:
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s Task Manager

Ll

File Options View

Processes | Performance | App history | Startup | Users | Details | Services

-~

Mame Status
Apps (1)

© i Task Manager

Background processes (17)

4



USING THE "PROCESSES" TAB OF THE
TASK MANAGER (continued)

* If the mouse is not working, you can
do the following:
Press Ctrl + Shift + Esc to bring up the
Task Manager.
Use the arrow keys to highlight the
problematic program.
Press the Delete key to stop the
problematic program.
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USING THE "PROCESSES" TAB OF THE
TASK MANAGER (continued)

* Never perform an "End task" or an
"End Process Tree" on "Windows
Explorer” or "explorer.exe" from
anywhere inside the Task Manager.
Doing so will result in a "black screen
of death" that requires a reboot.
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USING THE "PROCESSES" TAB OF THE
TASK MANAGER (continued)

* The "Processes" tab lets you close any Web
browser or pop-up ads in a way that
minimizes your chances of being infected by
malware:

It lets you close Web pages and Web-based
pop-ups without running the mouse pointer
over any potentially-malignant hyperlinks in
potentially harmful Web page content such as:

I



EX] Man gets 6 years over $2° x | €) Valve's first wave of Stean % J ) wwwfool.comfvideo-alert % \

& =2 X | [ www.fool.com/video-alert/rule-breakers/shark-tank-yahoo/?utm_campaign=sharktankvsl&campaign=the-motley-fool&utm_ter

Confirm Navigation *

Whoa! Held on there Foclish investor...

You are about to navigate away and miss the presentation.
Press OK to continue.

Or press Cancel to read the transcript.

It could be the most profitable decision you have ever
made!

Are you sure you want to leave this page?

Leave this Page

| Stay on this Page

/8
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Confirm Navigation

Whea! Hold on there Foolish investor...

You are about to navigate away and miss the presentation.
Press OK to continue.

Or press Cancel to read the transcript.

It could be the most profitable decision you have ever
made!

Are you sure you want to leave this page?

Leave this Page

‘ Stay on this Page

79



I‘ Windous Internet Explorer

o Are you sure you want to leave this page?

Message from webpage:

WAIT BEFORE ¥YOU GO!

CLICK THE *CAMNCEL* BUTTON RIGHT NOW
Mo Speakers? NO PROEBLEM!

Read This Letter To Solve Your

Erectile Dysfunction FOR GOQD!

CLICK CANCEL™ TO GET The Information You MEED.

—» Leave this page

—» Stay on this page

=
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Antivirus XP 2008 dcn_m mod_c notice

e

—

¥ Antivirus XP 2008

A This Computer is infeciad with spyware and adware

Spywore programs nstall keyiogpers, steal credt cord numbers and bank information
detalds: Tres compater can be used for sending spam and you will get popups with

adult corten. If you homapsgs was changed or you have sirange popups. this is o
Surs that your Computer is infectad

Registration

* REGISTER

We are strongly recomend you to register Antivirus XP 2008

You wil get fniendty 24/7/365 premsium suppor, fraquant updates and individust
fxed from ol known viruses!

7

Virus Frotection

NOTACTIVE

VWindows ad nol find arvy registered Antivieus XP 2003 softwares on s

computer. Antivirus XP 2003 halps profect your Computer apainst viruses and
cther securty trreats . Click Recommendations for suggested actions you con take

- Ok here 10 swatch to the Full Mode.




J PC status: Attention ! Computer at risk

: |
‘ Home Update ‘ History

Windows is unable to delete all found threats.
Flease note that operation systam is no longer protecting your computer against mabcious software, nduding viruses, spyware, and other
unwanted software, To finish removing all detected threats, you'l need to install anthwrus software.

Recommended antivirus software:
Name: Mabware Defender 2015

This program helps enhance the secunity and performance of your computer, This antivirus is continuously updated with new
features and services, The latest updates will download after the instalation completes. With this software, real-tme
protection will lerts you whenever malicious or potentially unwanted software attempts to nstall itself or run on your PC.
Windows is ready to instal "Malware Dafender 2015,
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% CoreGuard Antivirus 2009

" ..‘...«MWQ_UNREGBTERED COPY
CoreGuard Antivirts.2009

RISRFOtECT your computer * Update . Register ? Help & Support

System monitor
Runtime system protection status monitoring. Be sure all the tools marked green.

Firewal protection (DEMO)

Antivirus protection (DEMO)
Spyware protection (DEMO)

~ " Advanced cleaner

).
\ » Check for updates
. " System summary:
Running insecure state, several vulnerabilities are detected

© Last antivirus scan: 29.04.2009 15:50
Last update: never
Last scan results: 3 infected objects found, 0 removed.

Security Alert
WUl GUNE Sl @ ANTIVIRUS 1S RUN IN DEMO MODE. ACTIVATE YOUR
el ANTIVIRUS OTHERWISE ALL THE DATA WILL BE LOST OR
DAMAGED! RS

Trial version! Click here to register
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ff\ Internet Security 2010

€% Update 9 Register  Help and Support

System Scan ? )
- U

Scan all hard drives on your computer

Scantype: © Normal & Quick

Email protection

Check for updates

Settings

TRIAL VERSION
UNLOCK FULL VERSION!

o | s | ]

£ Vendor
1 Trojan-Clicker....

B trojanesw.w...
1 Trojan-Spy.wn...
1 Trojan-Downlos...
B4 trojan-Dropper...
B 1 Emal-worm.BA. ..
1 Trojan-Dropper...

A 1 Dacsis WinaD
<

C:\WINDOWS)\ system32\ wiadeful.dll

| Type

Trojan Programs
Trojan Programs
Trojan Programs
Trojan Programs
Trojan Programs
Network. Worrs
Highjack

Troian Ovrew aone

Obsects scanned; 2777

Threats detected: 24

Fixed: 0
Removed: O

C:\WINDOWSYs...
CAWINDOWSIs...
CIWINDOWS)s...
CAWINDOWS\S...
CAWINDOWSHs...
CAWINDOWSHsS...
CAWINDOWS\s...

SIS -

Low Rigk
Midde Risk
Hgh Rash
Mdde Rick
Middia Risk
Pigh Rk
Midde risk

Lk DA

Thiz Trojan opens w.,
This Trojan is design..
Thes Trojan logs the ..
This Trojan downlos. .
Chackin is a "downlo..
This worm spreads i,
Thes type of trojan €.
Thic Traron macke #e

>

-~
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o CRITICAL SYSTEM €% ¢ * N

- X f& [ myfavoritesweeps-ipadair-winner2.com/alertalert/warningwarning.php?cid=wTh ¢

The page at myfavoritesweeps-ipadair-winner2.com says: X

Cnitical programming error alert

The web site you were attempting to access ahead is infected with
mallware.

Unknown users on your computer are attempting to install harmful
software and programs which will allow them to steal or delete
information. This is including but not limited to photographs, user
passwords, instant messages, and credit card numbers.

We strongly advise that you dial the number for customer care at (855)
484-5213 this very moment for technical support.

Attackers install
dangerous — te your
informatio private
informatio
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Task Manager

@ Task Manager has been disabled by wour adminiskrator,

‘ CIE, \
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USING THE "PROCESSES" TAB OF THE
TASK MANAGER (continued)

 The resource utilization values on the right
portion of the "Processes" tab is color-coded
from light yellow to dark orange.
The relative amount of resource utilization is
color-coded with light yellow being "very low"
and dark orange being "very high":
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1=
File Options View

Task Manager

Processes | Performance | App history | Startup | Users | Details | Sewic5|

. 100% 55% 7% 0%
Mame Status CPU Mermory Disk MNetwork
Apps (16)
ﬂ Ashampoo ImageFX 0% 0.9 MB 0 MB/s 0 Mbps
¥ Cookbook By Bewise 0% 16.6 MB 0 ME/s 0 Mbps
%% Dropbox 0% | 15.8MB 0. MB/s 0 Mbps
- Grantophone 0% 51 MB 0 MEs 0 Mbps
2 Internet Explorer 5.8% 2.3 MB 0.1 MB/s 0 Mbps
Kobo 0% 1.1 MB 0 MB/s 0 Mbps
B Mail 0% 4,6 MB 0 MB/s 0 Mbps
Mews Republic 0% 33.9 MB 0 MB/s 0 Mbps
Photos 0% | 21.0MB 0 MB/s 0 Mbps
E Pirates Love Daisies 0% 62.1 MB 0 MB/s 0 Mbps
[ @ Resource and Performanc... 7.3% 13.0 MB 0 ME/s 0 Mbps
. SlapDash Podcasts 0% 324 MB 0 ME/s 0 Mbps
'LEI' Fewer details | End task
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Task Manager

up ‘ Users ‘ Details | Services

100%
CPL

2%
Memory

%
Dhsk

5%
Metwork




USING THE "PROCESSES" TAB OF THE
TASK MANAGER (continued)

*You can expand an app to see if the app
has multiple windows:
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i Task Manager = E“
File Options View

| Processes | Performance | App history | Startup | Users | Details | Services

“ 100% 55% 7% 0%

Marme Status cPU Mernory Disk MNetwork
Apps (16) E

E Ashampoo ImageFX 0% 0.9 MB 0ME/s 0 Mbps

¥ Cookbook By Bewise 0% 16.6 MB 0 MEB/s 0 Mbps

%% Dropbox 0% 158MB 0.1 ME/s 0 Mbps

- Grantophone 0% 51 MB 0 MEB/s 0 Mbps

b 2 Internet Explorer 5.8% 23MB 0.1 MB/s 0 Mbps

Kobo 0% 1.1 MB 0 ME/s 0 Mbps

B Mail 0% 4.6 MB 0 MB/s 0 Mbps

Mews Republic 0% 33.9 MB 0ME/s 0 Mbps

Photos 0% | 21.0MB 0 MB/s 0 Mbps

E Pirates Love Daisies 0% 62.1 MB 0 MEB/s 0 Mbps

b @ Resource and Performanc... 71.3% 13.0 MB 0ME/s 0 Mbps
. SlapDash Podcasts 0% 324 MB 0 MB/s 0 Mbps -

ILE]I Fewer details | End task




o Task Manager = | E
File Options View
| Processes | Performance | App history | Startup | Users | Details | Services
. . 100%| 59%  28% 0%
Name Status CPU Memory Disk Network
Apps (19) 3
24 Ashampoo ImageFX 0% 0.9 MB 0 MB/s 0 Mbps
¥ Cookbook By Bewise 0% | 12.0MB 0 MB/s 0 Mbps
£ Dropbox 0% | 153MB 0 MB/s 0 Mbps
. Grantophone 0% 5.1MB 0 MB/s 0 Mbps
4 (& Internet Explorer (3) 408%| 655MB  02MB/s 02 Mbp;
':' Google - Windows Inter...
A How-To Geek - Comput...
W MSN Canada - The hom... | A 7
£ Kobo 0% 1.1MB 0 MB/s 0 Mbps
®7 LiveComm 0% 54 MB 0 MB/s 0 Mbps
&4 mail 0% 3.9MB 0 MB/s 0 Mbps
b Microsoft Management C... 0.5% 41MB 0MB/s 0 Mbps -
@ Fewer details End task ]

92



USING THE "PROCESSES" TAB OF THE

TASK MANAGER (continued)

When you are experiencing possibly unsafe
hyperlinks at a Web site, mousing over or clicking
over an active hyperlink could possibly download
malware into your computer. Using Ctrl + Shift + Esc
to bring up a Task Manager and then closing the
"Process" is safer than using the mouse inside
possibly dangerous Web-based content.
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USING THE "PROCESSES" TAB OF THE

TASK MANAGER (continued)

When you are viewing your email at a secure Web
site (= "Webmail"), your e-mail provider has already
used an anti-virus/anti-malware server to scan the
contents of the e-mail message that they are
displaying for you so your chances of mousing over or
clicking on a hyperlink that downloads malware is
almost non-existent.
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WHEN THE TASK MANAGER FAILS TO
START UP

* When you cannot bring up a Task Manager
window, hold down the "Power" button of
your computer until your computer shuts
down. This is called a "hard shutdown".
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USING THE "USERS" TAB OF THE
TASK MANAGER

* When all else fails and you cannot get
anything inside a "Windows.." computer
to work (even after shutting down some
or all of your application programs)

OR if your monitor goes black, you can
use the "Users" tab of the Task Manager
to shut down your computer:
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

* Start the Task Manager by pressing
Ctrl + Shift + Esc:
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= Task Manager
File Options View

Processes | Performance | App history | Startup | Users | Details | Services

-~

Mame
Apps (1)

i7xl Task Manager

Background processes (16)
B COM Surrogate
m-| COM Surrogate
B Device Aszociation Framework Provider Host
B-| Host Process for Windows Tasks
= Internet Low-Mic Utility Tool (32 bit)
4=+ Microsoft Distributed Transaction Coordinator Service
g=w Microsoft Windows Search Indesxer
f= Spooler SubSystermn App
B Vhiware Activation Helper
B VMware Guest Authentication Service

J YWiware Tools Core Service

(A) Fewer details
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

* C(Click on the "Users" tab:
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= Task Manager
File Options View

Processes | Performance | App history | Startup | Users | Details | Services

-~

Mame
Apps (1)

i7xl Task Manager

Background processes (16)
B COM Surrogate
m-| COM Surrogate
B Device Aszociation Framework Provider Host
B-| Host Process for Windows Tasks
= Internet Low-Mic Utility Tool (32 bit)
2~ Microsoft Distributed Transaction Coordinator
g=w Microsoft Windows Search Indesxer
f= Spooler SubSystermn App
B Vhiware Activation Helper
B VMware Guest Authentication Service

J YWiware Tools Core Service

(A) Fewer details
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Task Manager

App history | Startup | Users | Details | Services

-

Status
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

* Right-click on your user account:
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5 Task Manager
File Options View

Processes | Performance | App history | Startup | Users | Details | Services

. 0% 64% 0%

User Memory Disk

- Y testuser (8) 40.3 ME 0 MB/s

(~) Fewer details

0%
Metwork

0 Mbps
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5 Task Manager
File Options View

Processes | Performance | App history | Startup | Users | Details | Services

. 0% 64% 0%

User Memory Disk

- Y testuser (8) 40.3 ME 0 MB/s

(~) Fewer details

0%
Metwork

0 Mbps
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

* A pop-up context menu will be
displayed:
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<o

File Options View
Processes | Performance | App history | Startup | Users | Deta

.-l'h
User Status

- H testuser (8]
Expand

Dhsconnect

PManage user accounts
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

* Click on "Disconnect" in the pop-up context menu:
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<o

File Options View
Processes | Performance | App history | Startup | Users | Deta

o~

ser Status

: H testuser (8]

Expand

Dhsconnect

fan user accounts
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

e (Click on "Disconnect user":
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Task Manager

Are you sure you want to disconnect the
selected user(s)?

Disconnect user Cancel
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Task Manager

Are you sure you want to disconnect the
selected user(s)?

Disconnect user Cancel
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

 A'lock screen" will be displayed:
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

* Click anywhere on the "lock screen":
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

* A"Signin" screen will be displayed:
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testuser




USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

* Click on the "Power" icon in the lower-
right corner of the "Sign in" screen:
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testuser
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

* A pop-up context menu will be displayed:
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Sleep

Shut down

Restart
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

e (Click on "Restart":
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Sleep

Shut down

Restart
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USING THE "USERS" TAB OF THE
TASK MANAGER (continued)

* Click on "Restart anyway":
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It vou restart now, vou and any
other people using this PC could
lose unsaved work.
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It vou restart now, you and any
other people using this PC could
lose unsaved work.

Restart anyway
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USING THE "DETAILS" TAB OF THE
TASK MANAGER

* |n"Windows 7", when you are very short on
available RAM and you try to start up the
Task Manager, it just fails to start up. This
dramatically reduces the usefulness of the
Task Manager whenever you are short of
available RAM in "Windows 7".
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USING THE "DETAILS" TAB OF THE
TASK MANAGER (continued)

* |n "Windows 8.1, and "Windows 10", when your
computer is real short on free RAM and you bring
up the Task Manager, you will usually get the
"Details" tab only.

When this happens, you can use the "Details" tab
instead of the "Processes" tab to analyze and
possibly resolve the situation.
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-k

File Options View

Details

Mame

audicdg.exe

CErS5. EXE

CEr55, EXE
dasHost.exe
dilhost.exe
explorer.exe
FlashUtil_ActiveX. exe
iexplore exe
iexplore. exe
iexplore.exe
Isass.exe
msdtc.exe
MsMpEng.exe
RuntimeBroker.exe
Searchindexer.exe
SEMVICES. EXE

SITISE, EXE
spoolsv.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe

curhnct eve

Status

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

RI IF'IF'IiF'Ii'I

Task Manager

Llser name

LOCAL SE...
SYSTEM
SYSTEM
LOCAL SE...
SYSTEM
testuser
testuser
testuser
testuser
testuser
SYSTEM
METWOREK...
SYSTEM
testuser
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
METWOREK...
LOCAL SE...

SYSTEM
LAl SF

CPU

0o
oo
0o

0o
0o
0o
0o
0o
)
0o
0o
0o
0o
0o
0o
0o
oo
0o
0o
0o

0o
)]

Memery (p...

830 K
992 K
5,508 K
3,600 K
1,660 K
10,388 K
1,428K
4,696 K
46,112 K
63,512 K
2732K
372 K
300 K
692 K
3,802 K
1,676 K
240 K
1,512 K
2512K
2304 K
1,716 K

8,320 K
2012 K

B=n BN X

Descripticn

Windows Audio Device Graph Iselation
Client Server Runtime Process

Client Server Runtime Process

Device Association Framework Provider Host
COM Surrogate

Windows Explorer

Adobe® Flash® Player Utility

Internet Explorer

Internet Explorer

Internet Explorer

Local Security Authority Process
Microsoft Distributed Transaction Coordinator 5...
Antimalware Service Executable
Runtime Broker

Microsoft Windows Search Indexer
Services and Controller app

Windows Session Manager

Spooler SubSystern App

Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services

Hnst Procese for Wind nsee Sencices

End task

131



L
File Options View
Details

Mame

CEF55,EXE
CSr55,EXE
dasHost.exe

dllhost.exe

PID

420

3064
1232
1904

Status

Running
Running
Running

Running

Task Manager

ser name

S5YSTEM
S5YSTEM
LOCAL SE...
S5YSTEM

CPU M

00
00
00
00
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USING THE "DETAILS" TAB OF THE
TASK MANAGER (continued)

* The "Details" tab gives you information
about all of the "processes" and all of
the "services" in your "Windows.."
computer, in a single tab instead of two
separate tabs.

133



USING THE "DETAILS" TAB OF THE
TASK MANAGER (continued)

* The "Details" tab gives you more information
about all of the "processes" and all of the
"services" in your "Windows.." computer,
relative to the amount of information in the
"Processes’ tab and the "Services" tab

134



USING THE "DETAILS" TAB OF THE
TASK MANAGER (continued)

 "PID" ="Process ldentifier"
a number that uniquely
identifies a process

when it runs
 Both "processes" and "services" have PIDs
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USING THE "DETAILS" TAB OF THE

TASK MANAGER (continued)

If a application, an app, a process, or a service will
not start up (either automatically or when you
manually try to start it up), right click on it from
inside the "Details" tab and then click on

"Analyze wait chain" to see if some other process
or service is not running and the cause of the

failure to start up.
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USING THE "DETAILS" TAB OF THE
TASK MANAGER (continued)

* |n this example, a critical module
inside "Windows.." called
"splwow64.exe"
is failing to start up and it is causing
"Excel" to fail to start up:
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EXCEL EXE is wating for another process {spiwowbd exe),

| |EXCEL.EXE (PID: 2076) Thread: 3100
| |splwow64 exe (PID: 8740) Thread: -

The analyze wait chan tree shows which processes {root nodes in the tree) are
usNg. or watting to use, a resource that is being used by another procass (chid
nodes in the tree) and 8 required for the selected process 1o continue

End process
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B Task Manager
File Options View
Processes | Pu‘l’nrrn:n:e| Apphisr.nwl Etlm.lpl Users Details | Services

Mame i PIDy Status User name CPU  Memory (p... Description ~
# Dropbox.exe S : &5 ' ]
(2] cdwwn. exe Window Manager
EXCEL.EXE e I Excel
jﬁ EXCEL EXE is wating for another process (sphwowbd axe),
4 explorer.exe Explorer
4 explorer.exe Explorer
¥ .
E e [JEXCEL EXE (PID: 2076) Thread: 3100 e i
B[ fdlauncher.exe -] apiwow6i.exe (PID: 8740) Thread: - -text Filter Daemon ...
[E filezila.exe FTP Client
@ firefoxexe
B Fireworiks.exe ireworks C56
ﬂflashPlayerFlugi lash Player 11.9 ril0
ﬂFIashPIu_-,-uFlugi lazh Player 11.9 r3Di
[® 7 FreemakeUtilsSe The anabyze wait chain tree shows which processes (oot nodes in the tree) are | HilsService
- [8 e using. or waiting to use, 3 resource that is being used by another process (chid -
L b nodes in the tree) and is required for the selected process to continue.
[0 hkcmd.exe odule
iCloudServices. ol {5 gk wiak chaing e
(2 ielowutil.exe Low-Mic Utility Tool
[m ighegpers.exe ince Module had
(%) Fewer details End task
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USING THE "APP HISTORY" TAB OF
THE TASK MANAGER

* |n"Windows 7", when you to start up the
Task Manager, it just shows you what is
happening at the current, specific instant in
time. This dramatically reduces the
usefulness of the Task Manager whenever
vou have intermittently-occurring problem:s.
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USING THE "APP HISTORY" TAB OF
THE TASK MANAGER (continued)

* In"Windows 8.1, and "Windows 10", the
Task Manager has an "App History" tab that
you can use to analyze intermittently-
happening events:

141



1= Task Manager
File Options  View

Processes Performance App history Startup  Users  Details  Services

4% 90% 23% 0%
Mame CPU Mermory Disk Metwork

Apps (2)
174 Task Manager 7.4 MB 0 ME/s

@ Firefox (32 bit) : 43.6 MB 0.1 MB/s

Background processes (2

-ﬁﬁi WM Provider Host

-ﬂfﬁ WAl Provider Host

[m5] WMI Performance Reverse 4
Windows Shell Experience Host
[25] Windows Driver Foundation - U...
@ VMware Tools Core Service

ﬁ Yiware Tools Core Service

[mz] VMware Guest Authentication 5...
[mE] VMware Activation Helper

p= Spooler SubSystem App

Fewer details End task
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% Task Manager
File Options View

Processes Performance App history Startup Users Details  Services

Resource usage since 11/12/2015 for current user account.
Delete usage history

Mame CPU time Metwork | Metered network Tile updates

. 30 Builder (:00:00 O ME 0 MB 0 MEB
Alarms & Clock 00000 0 ME 0 MB 0 ME
Calculator 00000 0 ME 0 MB 0 ME
E Camera (0e00:00 0O ME 0 MEB 0 ME
Fﬂ; Candy Crush 5oda 5aga 0:00:00 0O ME 0 MEB 0 ME
E Contact Support 0:00:00 0O ME 0 MEB 0 ME

E Cortana 0:01:05 2.8 MB 0 MEB 0 ME

E] Get Office 0:00:00 0O ME 0 MEB 0 ME

Get Skype 0:00:00 0 ME 0 MEB 0 ME
“ Get Started 0:00:00 0 ME 0 MEB 0 ME
Groove Music 0:00:00 0O ME 0 MEB 0 ME
. Mail and Calendar (2] 0:00:00 0 MB 0 MB 0MB

E Maps 0:00:00 0O ME 0 MEB 0 ME

| - (] A kA L MR A

Fewer details
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USING THE "APP HISTORY" TAB OF
THE TASK MANAGER (continued)

By default, the "App History" tab only
shows the history of "Apps"

(= "Metro Style Apps" = "Universal Apps"
= "Windows Store Apps)

which is not useful for most
troubleshooting situations:
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USING THE "APP HISTORY" TAB OF
THE TASK MANAGER (continued)

* To make the "App History" tab show the
history of all processes including
traditional desktop programs, click on
"Options" in the menu bar. Then click on
click on "Show history of all processes”
to put a checkmark next to it:
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= Task Manager

File Options  View

Processes | Performance | App history | Startup | Users | Details | Services

4%

Mame

Apps (1)

o g Task M

Backgrog processes (16)
Surrogate
Device Association Framewaork ...
m| Host Process for Windows Tasks
= Microsoft Distributed Transacti...

¢ Microsoft Windows Search Inde..,

E.éa Spooler SubSystemn App

[=77 Store Broker

[ VMware Activation Helper

[m77 YMware Guest Authentication 5.,
@ Yiware Tools Core Service

m Yilware Tools Core Service

@ Fewer details

66%

Mernory

0 ME/s
0 MB/s
0 ME/s
0 MB/s
0 ME/s
0 MB/s
0 ME/s
0 MB/s
0 ME/s
0.1 MB/s

0 MB/s

0%
Metwork

End task
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1B Task Manager

File Options View
Processes | Performance | App history | Startup | Users | Details | Services

Resource usage since 11/25/2015 for current user and system accounts,
Delete usage history

Mame CPU time Metwork | Metered network Tile updates

(8] .MET Runtime Qptimizati... 0:00:01 oOME 0O ME o0ME
MET Runtime Optimizati... 0:00:01 0ME 0 ME 0 ME
7z Setup SFX 0:00:01 0 MEB 0ME 0 MB
Alarms 0:00:00 OME 0OMEB oOMB
Antimalware Service Exe.., 0:00:47 0 MEB 0ME 0 MB
Application Impact Tele... 0:00:01 OMEB 0OMB oOMB

AppX Deployment Bytec.., 0:00:01 0 MEB 0 MEB 0 MB

E|
o)
©
m
|
E|
|

AppX Deployment Bytec... 0:00:03 OMEB 0OMB oOMB

z=:| Calculator 0:00:00 0O MEB 0 MEB 0o MEB
Camera 0:00:00 0 mME 0 ME 0 MEB
Client Server Runtime Pr... 0:00:03 0 MEB 0 MEB 0 MB
COM Surrogate 0:00:01 OMEB 0OMB oOMB

COM Surrogate 0:01:23 0 MEB 0 MEB 0 MB

| @ & el

— f L e e | P T P P

@ Fewer details
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Task Manager

Performance | App history | Startup | Users | Details | Services

e usage since 11/25/2015 for current user and system accounts.
sage history

-~

CPU time Metwork | Metered network Tile updates
MET Runtime Optimizati... 0:00:01 oOME 0O ME o0ME

MET Runtime Optimizati... 0:00:01 0ME 0 ME 0 ME
7z Setup SFX 0:00:01 0 MEB 0ME 0 MB
Alarms 0:00:00 OME 0OMEB oOMB
Antimalware Service Exe.., 0:00:47 0 MEB 0ME 0 MB
Application Impact Tele... 0:00:01 OMEB 0OMB oOMB

AppX Deployment Bytec.., 0:00:01 0 MEB 0 MEB 0 MB

m=]
E|
o)
©
m
|
E|
|

AppX Deployment Bytec... 0:00:03 OMEB 0OMB oOMB

z=:| Calculator 0:00:00 0O MEB 0 MEB 0o MEB
Camera 0:00:00 0 mME 0 ME 0 MEB
Client Server Runtime Pr... 0:00:03 0 MEB 0 MEB 0 MB
COM Surrogate 0:00:01 OMEB 0OMB oOMB

COM Surrogate 0:01:23 0 MEB 0 MEB 0 MB

| @ & el

— f L e e | P T P P

@ Fewer details
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I Task
File | Options | View

Proc Always on top llsers Detail:
¥ | Minimize on use
Resc Hide when minimized -count,
Cele
Show full account name
Marm _ ime
Show history for all processes i
-..-.-.H]:'I}I]
I-I Calculator 0:00:00
E Camera C:00:00
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o

File

Options | View

Proc

Always on top hsers

¥ | Minimize on use

Resc
Cele

Hide when minimized nd sy

Show full account name

Mam

me

v | Show history for all processes
|L'|—rvmmpmn—_vt[] o0:01

MET Runtime Cptimizati... 0:00:01
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MONITORING FOR A "MEMORY LEAK"

* A"memory leak" is a situation where RAM
that is no longer used it not freed up for re-
use.

* Poorly-written drivers, poorly-written
software application programs or apps, and
poorly-written background processes can
cause a "memory leak".
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MONITORING FOR A "MEMORY LEAK"
(continued)

* Click on "Performance".
Click on "Memory".
Start an software application program.
See if the memory usage keeps creeping up.
After a few hours, close the software
application and start another one.
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USING THE "STARTUP" TAB OF THE
TASK MANAGER

 The "Startup” tab lets you disable and re-enable
"Startup Programs" without having to edit the

Windows "Registry"

* By disabling unneeded "Startup Programs" you
can speed up both the initial bootup process
AND the overall speed of a "Windows.."
computer
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* Press
Ctrl + Shift + Esc
to bring up the Task Manager:
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B Task Manager
File Options View

Processes | Performance | App history | Startup | Users | Details | Services

“ 056
Mame Status CPU

Apps (1)

b e Task Manager

Background processes (21)
[ AcroTray (32 bit) 0 Mbps
] Adobe Acrobat SpeedLauncher ... 0 Mbps
wa Applian Replay Telecorder (32 bit) 0 Mbps
(W7 COM Surrogate 0 Mbps
] Device Association Framework .. 0 Mbps
_:f,j Google Crash Handler 0 Mbps

_?ﬁf) Google Crash Handler (32 bit) 0 Mbps

@ Fewer details End task
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* Click on the "Startup" tab:
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5 Task Manager
File Options View

Processes | Performance | App history | Stagtup | Users | Details | Services

-~

0%
Mame CPU

Apps (1)

I g%l Task Manager

Background processes (21)
[ AcroTray (32 bit)
87 Adobe Acrobat SpeedLauncher ...
g Applian Replay Telecorder (32 bit)
i [ COM Surrogate
[=7] Device Association Framework ...
_:;j Google Crash Handler

.753 Google Crash Handler (32 bit)

@ Fewer details
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Task Manager

App history | Starfup | Users | Details | Services

1%
Stafs CPLU
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

 The "Startup” items will be displayed with
each "Startup" item having a name, a
publisher, a status, and a "startup impact":
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i Task Manager
File Options View

Processes | Performance | App history | 3tartup | Users | Details | Services

e

Mame Publisher Status Startup impact

[ E] AcroTray (2) Adobe Systems Inc. Enabled High
] Adobe Acrobat Speedlauncher Adobe Systems Incorporated  Enabled Low
& Adobe C54 Service Manager Adobe Systems Incorporated  Enabled Mediurm
%) Applian Replay Telecorder Applian Technologies Inc. Enabled High
Java(TM) Update Scheduler Oracle Corporation Enabled Low
@ Mitro PDF Printer Monitor Enabled Medium

m VMware Tools Core Service VMware, Inc. Enabled High

(A ) iFewer details! Disahle
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* To research, enable, or disable any startup
item, right-click on it:
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i Task Manager
File Options View

Processes | Performance | App history | 3tartup | Users | Details | Services

e

Mame Publisher Status Startup impact

[ E] AcroTray (2) Adobe Systems Inc. Enabled High
Adobe Systems Incorporated  Enabled Low
Adobe Systems Incorporated  Enabled Mediurm
Applian Technologies Inc. Enabled High
Oracle Corporation Enabled Low
@ Mitro PDF Printer Monit Enabled Medium

m VMware Tools Core Service VMware, Inc. Enabled High

(A ) iFewer details! Disahle
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* A pop-up context menu will be displayed:

163



Mame Publis
> E AcrogTrav (7 Adohe
Expand
- Ldobe
Disable
vdobe
Open file location
Search online hppha
Properties Yracle

9 Mitro PDF Printer Monitor
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* Click on "Open file location" to find out
where the executable file for the "Startup
ltem” is located.
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* Click on "Properties” to find out more
about the "Startup Item™:
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* Click on Search online" to search the Internet to
find out more about the "Startup Item".
This selection will take you to the default search
page of your default Web browser:
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* You can also use any Web browser to go to
http://www.bleepingcomputer.com/startups/
to learn more about any
"Startup Iltem".
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http://www.bleepingcomputer.com/startups/

USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* You can click on "Disable" (if it is

available) to permanently disable any
"Startup” item

* You can click on "Enable" (if it is

available) to permanently enable any
"Startup” item.
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

e Both the "Disable" and the "Enable"
options are reversible.
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* Do Not Use "msconfig.exe" to Turn Off
Startup Programs!
See
http://forums.majorgeeks.com/showthre
ad.php?t=149804
and
http://www.bleepingcomputer.com/foru
ms/t/87058/slow-computerbrowser-
checkhere-first;-it-may-not-be-malware/
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* Many people use msconfig
as a long term solution to control startup
processes and services.
You will also see many websites
condoning use of msconfig and teaching
you how to use it for controlling startups.
This is a very bad idea for many reasons.
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* msconfig was designed to be used only as a
temporary debugging/troubleshooting tool.
It was not meant to be used as long term
solutions.
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* msconfig does not show all startups anyway.

* |f you uninstall programs while they are
being disabled with msconfig, they will not
be uninstall properly and you will have to
resort to manual registry editing to properly
get everything removed.
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* msconfig will leave orphan entries
if/when installed software is uninstalled
while under the control of msconfig .
When/if msconfig is turned back to
normal startup, it will give errors on boot
due to those orphan entries.
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* |f you uninstall programs while you have
some of the programs services being
controlled with msconfig, the programs will
not be uninstall properly and you will have
to resort to manual registry editing to get
everything properly removed.
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* When you uncheck a service in msconfig,
you completely disable it. If you uncheck the
wrong one, you may hot be able to restart
your computer.
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USING THE "STARTUP" TAB OF THE
TASK MANAGER (continued)

* You can lock malware items into your registry
that you may not see anymore until some point
in time where you switch back to Normal Startup
mode and now you can cause total reinfection of
vour PC with the malware. You need to remove
the malware not mask it.
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USING THE "SERVICES" TAB OF THE
TASK MANAGER

 The "Services" tab lets you disable and re-enable
"services" without having to edit the Windows

"Registry"

 While "services" do not (by themselves) use up
much CPU cycles, RAM, and network bandwidth,
they control process that can use up large
amounts of these resources.
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

* Press
Ctrl + Shift + Esc
to bring up the Task Manager:
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B Task Manager
File Options View

Processes | Performance | App history | Startup | Users | Details | Services

“ 056
Mame Status CPU

Apps (1)

b e Task Manager

Background processes (21)
[ AcroTray (32 bit) 0 Mbps
] Adobe Acrobat SpeedLauncher ... 0 Mbps
wa Applian Replay Telecorder (32 bit) 0 Mbps
(W7 COM Surrogate 0 Mbps
] Device Association Framework .. 0 Mbps
_:f,j Google Crash Handler 0 Mbps

_?ﬁf) Google Crash Handler (32 bit) 0 Mbps

@ Fewer details End task
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

 Click on the "Services" tab:
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5 Task Manager
File Options View

Processes | Performance | App history | Startup | Users | Details | Services

-~

Mame

Apps (1)

I g%l Task Manager

Background processes (21)
[ AcroTray (32 bit)
87 Adobe Acrobat SpeedLauncher ...
g Applian Replay Telecorder (32 bit)
i [ COM Surrogate
[=7] Device Association Framework ...
_:;j Google Crash Handler

.753 Google Crash Handler (32 bit)

@ Fewer details
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Task Manager

App history | Startup | Users | Details | Services

Status CF
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

 The "Services" will be displayed with
each "Service" item having a hame,
a PID, a description, a status, and
a 'group’:
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i Task Manager
File Options  View

Processes | Performance | App history | Startup | Users | Details | Services

-~

Mame PIC Description Status Group

,.f AelockupSve Application Experience Stopped netsves

CLALG Application Layer Gateway Service Stopped

i AllUserinstallAgent Windows All-User Install Agent Stopped LocalSystemM...
,.f ApplDEve Application [dentity Stopped LocalServicel...
i Appinfo Application Information Running netsves

,.f AppMgmt Application Management Stopped netsves
.',;{;AudqundpointBuilder Windows Audio Endpoint Builder Running LocalSystemM...
% Audiosrv Windows Audio Running LocalServiceM...
,.f AxlnstSV ActiveX Installer (Axlnst5V) Stopped AxInstSVGroup
5 BDESVC BitLocker Drive Encryption Service Stopped netsves

“.BFE 1164 Base Filtering Engine Running LocalServiceM...
_LBITS 840 Backarcund Intelliaent Transfer Service Running netsves

@ Fewer details 0. Open Services
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5 Task Manager
File Options View

Processes | Performance | App history | Startup | Users | Details | Services

-~

Mame PID Description
.’,ié'; AelookupSve Application Experience
CLALG Application Layer Gateway Service

Status Group
Stopped netsves
Stopped
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

 "PID" ="Process ldentifier"
= a number that uniquely
identifies a process
when it runs

 (Both "services" and "processes" have
PIDs)
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

* To research, enable, or disable any
startup item, right-click on it:
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=

File Options View

Task Manager

Processes | Performance | App history | Startup | Users | Details | Services

-~
Mame

,.e Aelo 5w

CLALG

PID

,.f AllUserln Sgent

,.e ApplDSvc
., Appinfo
,.f AppMgmt

%, AudicEndpointBuilde

i Audiosrv
i AxlnstSy
5 BDESVC
. BFE
LLBITS

116
240

@ Fewver details

,.f Open Services

Description

Application Experience
Application Layer Gateway Service
Windows All-User Install Agent
Application |dentity

Application Infermation
Application Management
Windows Audio Endpeoint Builder
Windows Audic

Activex Installer (Axlnstsy)
BitLocker Drive Encryption Service
Base Filtering Engine

Backaround Intellioen ansfer Service

Status

Stopped
Stopped
Stopped
Stopped
Running
Stopped
Running
Running
Stopped
Stopped
Running

Running

Group

netsves

LocalSystern...

LocalServiceM...

netsves

neteves

LocalSysternM...

LocalServicelM...

AxInstSVGroup

netsves

LocalServicelM...

netsyvcs
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

* A pop-up context menu will be
displayed:
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Mame PID [e
o Aelookundve -
f,._é}ﬁ;LE Start Ap
f,._é}hlll.ls Stop W
f?g}ﬁ.ppl[ Restart Ap
S Appir Ap
O Apph Open Services Ap
f;_g},ﬁ.udiu Search online Wi
Fi.u?}hudi1 Go to details Wi
L AxlnsESv Ac
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

* Click on Search online" to search the
Internet to find out more about the
"Service" item.

This selection will take you to the default
search page of your default Web browser:
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

* You can click on "Start" (if it is

available) to start up any "Startup"
item

* You can click on "Stop" (if it is
available) to stop any "Startup" item.
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

* You can click on "Restart" (if it is
available) to restart any "Startup”
item
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

 To permanently disable a "Service"
item, click on
"Open Services" to go to the
"Services" console:
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Mame PID De
o Aelookundve -

,,55] ALG Start Ap

,,FJ Allls Stop Wi

r"’fl Appll Restart Ap

e Bppir Ap

o Apph Open Services W

_f:;_g],ﬁ.udiu Search online Wi

“Audid  Goto details Wi

L AxlnsESv Ac
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USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

* When you click on "Open Services", a new
window called "Services" will open.
It is part of the "Microsoft Management
Console" system for managing the
"Windows.." operating system:
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File Action

View Help

Services

e |ElE ez HE » o np

fﬂ Services (Local)

Application Experience

Start the service

Description:

Processes application com patibility

cache requests for applications as
they are launched

-
Mame

£ ActiveX Installer (AxInstSV)
# Application Experience
-%Application Identity
-%Application Information
-%Application Layer Gateway ...
-%Application Management
. Background Intelligent Tran...
5@ Background Tasks Infrastru...
‘7, Base Filtering Engine

Eﬂ BitLocker Drive Encryption ...
Eﬂ Block Level Backup Engine ...
Eﬂ Bluetooth Support Service
Eﬂ BranchCache

Eﬂ Certificate Propagation

£ CNG Key Isolation

. COM+ Event System

£, COM=+ System Application
2 Computer Browser

Eﬂ Credential Manager

2 Cryptographic Services

£

Descripticn

Provides User Account Control ...

Processes application compatib...

Determines and verifies the iden...

Facilitates the running of intera...

Provides support for 3rd party p...
Proceszes installation, rermoval, ...

Transfers files in the backgroun...

Windows infrastructure service t...
The Base Filtering Engine (BFE] i...
BDESYC hosts the BitLocker Driv...

The WBEMGIME service is used ...

The Bluetooth service supports ..
This service caches network con...
Copies user certificates and root...
The CMG key isclation service is...
Supports System Event MNotificat...
Manages the configuration and ...

Maintains an updated list of co..

Provides secure storage and retr...

Provides three management ser...

Status

Running

Running
Running

Running

Running

Running

Running

Startup Type

Manual
Manual (Trigger Start)
Manual (Trigger Start)
Manual
Manual

Manual

Automatic (Delayed Start)

Automatic
Automatic

Manual (Trigger Start)
Manual

Manual (Trigger Start)
Manual

Manual

Manual (Trigger Start)
Automatic

Manual

Manual (Trigger Start)
Manual

Autormatic

Log On As
Local System

Local System
Local Service
Local System
Local Service
Local System
Local System
Local System
Local Service
Local System
Local System
Local Service

Metwork Service

Local System
Local System
Local Service
Local System
Local System
Local System

Metwork Service

Extended Aﬁtandard/.




USING THE "SERVICES" TAB OF THE
TASK MANAGER (continued)

 The "Services" Microsoft
Management Console window is one
of the most powerful tools for
improving the reliability and speed of
the "Windows.." operating system.
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DETERMINING AVAILABLE MEMORY
SLOTS ON THE MOTHERBOARD

* |In Task Manager running in
"Windows 8.1" or "Windows 10":
Click on "Performance”.

Then, click on "Memory"
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Memory 32.0 GB DDR3

Memory usage 31.9 GE

g0 seconds 0

Memaory composition

In use Available Speed: 1600 MHz

39GB 27.8GB Slots used: 4of4 —
' ] Form factor: DIMM

Committed Cached Hardware reserved: 142 MB

4/716 GB 55GB

Paged pool Mon-paged pool

333 MB 387 MB
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Speed: 1600 MHz
Slots used: 4 of 4 C—
Form factor: CH AR
Hardware reserved: 142 MB
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COMPARISON OF THREE WEB
BROWSERS IN "WINDOWS ~"

* For "Windows 7", "Google Chrome" uses
less RAM relative to "Firefox" and
"Internet Explorer 8"
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i] Windows Task Manager

File Options WView Windows Help

Applications |PTI:}CESEEEI Een.rin::esl Performance I Networking I Users I

Task =

| status

E Chrome - Google Chrome

'.,' Mozilla Firefox Start Page - Mozilla Firefox

'.,' Mozilla Firefox Start Page - Mozilla Firefox
EMSN.mm - Hotmail, Qutlook, Skype, Bing, Latest...

F.unning
F.unning
Funning
F.unning
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i) Windows Task Manager

File Options WView Help

.Appiimﬁnns Processes |5E'I'"l.l'1CE5I Performance I Metworking I Users I

Image Mame = User Name | CPU | Memory ... | Description
chrome,exe *32 testuser a0 2,584 K Google Chrome
chrome.exe *32 testuser 03 4,512 K Google Chrome
chrome,exe *32 testuser 0o 1,584K Google Chrome
chrome.exe *32 testuser a0 12,900 ¥ Google Chrome
chrome,exe =32 testuser o0 6,944 K Google Chrome
C5rss,. exe 00 4029 K

dfsvi.exe testuser a0 3,008 K dfsvc.exe
dwm.exe testuser o0 308 K Desktop Window Manager
explorer.exe testuser a0 5,972 K Windows Explorer
firefox.exe *32 testuser a0 74,924K Firefox
iexplore.exe *32 testuser 0o 3,128 K Internet Explorer
iexplore.exe *32 testuser a0 42,660 K Internet Explorer
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COMPARISON OF THREE WEB
BROWSERS IN "WINDOWS 8.1"

 For "Windows 8.1", "Google Chrome"
also uses less RAM relative to "Firefox"
and "Internet Explorer 8":
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aF

File Opticns View

Task Manager

Processes | Performance | App history | Startup | Users | Details

-~

Mame

Apps (5)

: ‘ ANVG User Interface (32 bit)
@ Firefox (32 bit)

- Google Chrome (32 bit)

> "% Internet Explorer

Status

Services

6%
CPU

0%
0%
0%

0.3%

32%

Memory

6.9 MB
121.8 ME
23.3 MB

82.8 ME

208



6% 32%
MName Status CPU Memory
Apps (3)
> ' AVG User Interface (32 bit) 0% 6.9 MB
» @ Firefox (32 bit) 0% 121.8 MB
» & Google Chrome (32 bit) 0% 23.3 MB
> @ Internet Explorer 0.5% 82.8 MB
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COMPARISON OF FOUR WEB
BROWSERS IN "WINDOWS 10"

* |n "Windows 10", the new "Microsoft Edge"
browser uses less RAM compared to
"Internet Explorer 11", "Google Chrome",

and "FireFox'"':
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1= Task Manager

File Options  View

Processes  Performance App history Startup Users Details  Services

- 12% 19%
Mame CPU Memory
Apps (5)
& Firefox (32 bit) 0.6% 147.3 ME
& Google Chrome (32 bit) 0.9% 4.2 MEB |
= Internet Explorer 0.1% 63.1 MEB
E Microsoft Edge 0% 10.3 MEB
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- 27% 29%

Mame CPLU Memory
Apps (3)

& Firefox (32 bit) 0% 132.5 MB

€& Google Chrome (32 bit) 1.3% 36.1 MB

(= Internet Explorer 0% 61.6 MB

I Microsoft Edge 0% 8.1 ME
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Questions ?

Francis Chao
TASK MANAGER IN WINDOWS..

Winners Windows Users, Tucson Computer
Society, Greater South Bay PC Users Group

Web location for this presentation:
http://aztcs.org, then click on "Meeting Notes’
fchao2@yahoo.com

J

An International

ap:ug Association of Technology

& Computer User Groups
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