
USING WEBCAMS TO SPY ON 
SOMETHING
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SUMMARY

• You can use various models of Webcams to spy on your 

home(s), business(es), and pets. They can alert your cell 

phone and/or your computer when they detect motion. 
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SUMMARY (continued)

• In addition to these basic functions, the Internet cloud 

can now provide you with:                                                               

A means of communicating with a Webcam from points 

unknown                                                                                         

and                                                                                               

cloud storage for saving snapshots and video clips either 

automatically when motion is detected by your Webcam 

or on-demand. 
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TOPICS

• Webcam Basics

• History of Webcams

• Legal Issues Regarding Webcams

• Security Issues Regarding Webcams

• Wired USB Webcams

• A Free Motion-Detection Alarm Using a Wired USB 

Webcam
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TOPICS (continued)

• Wi-Fi Webcams

• Cloud-based Webcams

• "Netgear Arlo": A Totally-Wireless Cloud-based Webcam
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WEBCAM BASICS
• According to https://en.wikipedia.org/wiki/Webcam

<start of quote>                                                                   

A webcam is a video camera that feeds or streams its 

image in real time to or through a computer to (a) 

computer network.                                                                                 

When "captured" by the computer, the video stream may 

be saved, viewed or sent on to other networks via 

systems such as the internet, and email as an 

attachment.                                                                                     

<end of quote>
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WEBCAM BASICS (continued)

• The term "Webcam" is sometimes used for wired USB-

connected cameras only.  

• It is more commonly used to refer to                                           

wired USB-connected cameras,                                                 

wired IP cameras (IP=Internet Protocol),                                           

Wi-Fi cameras (which require an AC power outlet),                          

and                                                                                            

totally-wireless Wi-Fi cameras.                 
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WEBCAM BASICS (continued)

• Details of Webcams:                                       

• See http://www.ebay.com/gds/5-Types-of-IP-Cameras-

/10000000178450438/g.html

and 

http://webcam-review.toptenreviews.com/1080p-2.0-

mega-pixels-understanding-webcam-technical-terms.html
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HISTORY OF WEBCAMS

• 1994: Connectix's "Quickcam" for Macintosh (serial port 

and parallel port models).                                                     

The very first model had a "mini DIN" serial plug:
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HISTORY OF WEBCAMS (continued)

• 1996: Wired IP Webcams with a Cat 5 jack                                                        

• 1998: Logitech's "Quickcam Home" and “Quickcam Pro" 

(USB 1 and parallel port models)                                                        

• 2000: Webcams integral to laptops and some monitors

• 2001: Webcams with a wired USB 2 cable

• 2005: Wi-Fi wireless cameras
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HISTORY OF WEBCAMS (continued)

• 2006: HD Webcams (HD = "High definition")

• 2012: "Drop Cam" Wi-Fi Internet Webcam

• 2014: "Drop Cam" evolved into "Nest Cam"

• 2015: Netgear "Arlo" (first battery-powered, totally-

wireless camera)
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LEGAL ISSUES REGARDING 
WEBCAMS

Legalities for you to be aware of: 

• Most Federal and state laws regarding video surveillance 

pertain to recording audio, so a Webcam that does not 

record audio may be safer for you to use from a legal 

standpoint

15



LEGAL ISSUES REGARDING 
WEBCAMS (continued)

Legalities for you to be aware of (continued):                                                

• Every state of the U.S.A. and every country has different 

laws pertaining to the use of Web cams

• "Reasonable expectation of privacy" is a legal precedent 

that keeps lawyers employed

• Different laws apply to hidden cameras versus cameras 

that are in plain sight
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LEGAL ISSUES REGARDING 
WEBCAMS (continued)

Legalities for you to be aware of (continued):

• See 

http://www.supercircuits.com/resources/blog/hidden-

cameras-and-the-law

and 

http://science.opposingviews.com/rules-legal-use-video-

surveillance-1801.html

• See also http://www.securityoptions.com/an-easy-guide-

to-video-surveillance-laws/
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LEGAL ISSUES REGARDING 
WEBCAMS (continued)

Legalities for you to be aware of (continued):

• See also 

http://www.brickhousesecurity.com/category/hidden+cam

eras/hidden+spy+camera+laws.do

and                                    

https://www.care.com/a/nanny-cam-yes-or-no-

1209271139
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LEGAL ISSUES REGARDING 
WEBCAMS (continued)

Legalities for you to be aware of (continued):                                                  

• See also                                                                 

http://www.backstreet-surveillance.com/security-

cameras-made-easy-1/state-video-audio-surveillance-

laws-regulations.html
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SECURITY ISSUES REGARDING 
WEBCAMS

Hacker attacks on Web cams: 

• According to https://en.wikipedia.org/wiki/Camfecting

Camfecting.. is the fraudulent process of attempting to 

hack into a person's webcam and activate it without the 

webcam owner's permission. The remotely activated 

webcam can be used to watch anything within the 

webcam's field of vision... 
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SECURITY ISSUES REGARDING 
WEBCAMS (continued)

Hacker attacks on Web cams (continued):                           

• According to 

https://en.wikipedia.org/wiki/Remote_administration_soft

ware

"A remote administration tool (RAT) is a piece of 

software that allows a remote "operator" to control a 

system as if he has physical access to that system."                            

One of the results of using a "RAT" might be 

screen/camera capture or image control.."
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SECURITY ISSUES REGARDING 
WEBCAMS (continued)

Hacker attacks on Web cams (continued):                           

• A two-router "Demilitarized Zone" is an effective way 

to block "camfecting" and "RAT" hacks.                                                

See 

http://aztcs.org/meeting_notes/winhardsig/secureWeb/se

cureWeb.pdf
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SECURITY ISSUES REGARDING 
WEBCAMS (continued)

Hacker attacks on Web cams (continued):                           

• To protect against Camfecting and Remote 

Administration Tool (RAT) attacks from hackers on the 

Internet, you can connect a Webcam to a computer or a 

router in the DMZ area of a two-router DMZ 

configuration.
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WIRED USB WEBCAMS

• Most "Wired USB Webcams" have a USB 2 cable that 

must be connected to a USB 2 or USB 3 port of a 

computer

• Only a few models of super-expensive Webcams have a 

USB 3 cable that must be connected to a USB 3 port of 

a computer
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WIRED USB WEBCAMS (continued)

• "Wired USB Webcams" get DC power from their USB 2 

or USB 3 cable (so they do not require a separate AC 

power adapter)

• 16.4 feet (5 meter) limitation for "USB 2“ cables

• Active (powered) USB extension cables do not work with 

wired USB webcams                                                             

• This means that the distance between your computer 

and a wired USB Webcam is limited to 16.4 feet
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WIRED USB WEBCAMS (continued)

• "Wired USB Webcams" are the only type of Webcan that 

work with online meeting services such "Skype", "Adobe 

Connect", "zoom.us", "appear.in", "Face Time", etc.            

The other types of  Webcams (Wi-Fi Webcams, cloud-

based Webcams, and the "Arlo" Webcam) do not work 

with online meeting services, at the present time.
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WIRED USB WEBCAMS (continued)

• Example of a very popular wired USB Webcam:
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FREE MOTION DETECTION ALARM 
USING A WIRED USB WEBCAM

• If you install (or already have) a Webcam and you install 

the free "ContaCam" or "Yawcam" software programs 

into your "Windows.." computer, you can use the 

"Simple Mail Transfer Protocol" (SMTP) server of your 

email service to have "ContaCam" send photos of 

motion detection events (intruders, wildlife, authorized 

personal, etc.) to your cell phone or laptop.
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FREE MOTION DETECTION ALARM 
USING A WIRED USB WEBCAM 

(continued)
Here is how it works:

• A moving person, object, or animal triggers the motion 

sensing function of the "ContaCam" or "Yawcam" 

program in your "Windows.." computer. 

• The "ContaCam" or "Yawcam" program begins recording 

still photographs and/or a video of the "motion detection" 

events. 
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FREE MOTION DETECTION ALARM 
USING A WIRED USB WEBCAM 

(continued)

Here is how it works (continued):

• The "ContaCam" or "Yawcam" program stores these 

recordings as files onto a local hard drive that is part of 

your "Windows.." computer.  
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FREE MOTION DETECTION ALARM 
USING A WIRED USB WEBCAM 

(continued)
Here is how it works (continued):   

• The "ContaCam" or "Yawcam" program immediately 

sends emails to any or all email accounts that you have 

including the ones that are inside your cellular phone or 

tablet device. 

• You view the photos or video file attachments to 

determine what to do about the situation.
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FREE MOTION DETECTION ALARM 
USING A WIRED USB WEBCAM 

(continued)

• "Yawcam" is available for free at                                         

http://www.yawcam.com/

(Do not click on the ad that is below the top-most 

banner.)                                                                                   

"Yawcam" only works with wired USB Webcams.
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FREE MOTION DETECTION ALARM 
USING A WIRED USB WEBCAM 

(continued)

• "Contacam" is available for free at 

http://www.contaware.com/contacam.html

"Contacam" works with most wired USB Webcams.                   

"Contacam" works with some Wi-Fi Webcams.
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FREE MOTION DETECTION ALARM 
USING A WIRED USB WEBCAM 

(continued)

• For "Yawcam", see our how-to document which is 

located at 

http://aztcs.org/meeting_notes/winhardsig/add-

ons/Yawcam/Yawcam01.pdf
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FREE MOTION DETECTION ALARM 
USING A WIRED USB WEBCAM 

(continued)

• Part 1 of Yawcam Motion Alarm Presentation                         

can be found at                                                                        

https://www.youtube.com/watch?v=R2d8y9wTFHc

• Part 2 of Yawcam Motion Alarm Presentation                           

can be found at                                                                           

https://www.youtube.com/watch?v=kz-nTH9u84c
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WI-FI WEBCAMS

• Wi-Fi Webcams communicate wirelessly with your 

computer through your existing wireless Wi-Fi router

• Wi-Fi Webcams have a separate an AC power adapter 

which requires a 110-volt AC power outlet.
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WI-FI WEBCAMS (continued)

• To use a Wi-Fi Webcam, you have to use a supported 

Web browser and you have to install the Webcam 

manufacturer's Adobe Flash-based browser add-on 

software to make the Webcam work with the supported 

Web browser.  
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WI-FI WEBCAMS (continued)

• These highly-proprietary restrictions severely limit which 

Web browser and which operating system will work with 

a specific model of Wi-Fi Webcam.

• All four of Wi-Fi Webcams that we tested would only 

communicate with one of the browsers that we 

attempted to access them with. 
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WI-FI WEBCAMS (continued)

• We tested four Wi-Fi Webcams during May through 

October of 2015:                                                                             

 Trendnet model TV-IP572WI_A

 RF-Link model VMI-1201

 D-Link model DCS-932L

 D-Link model DCS-1130 
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WI-FI WEBCAMS (continued)

• Out of the box, only the                                                               

RF-Link model VMI-1201                                                          

Webcam could be configured by its configuration 

software without a firmware upgrade from the 

manufacturer
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WI-FI WEBCAMS (continued)

• The other three cameras would not work with their 

manufacturer's bundled/downloadable configuration 

software programs until we ran updated their firmware 

with their manufacturer's downloadable firmware 

updater:  

 Trendnet model TV-IP572WI_A

 D-Link model DCS-932L

 D-Link model DCS-1130 
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WI-FI WEBCAMS (continued)
• Technical hurdles of Wi-Fi Webcams:                                                                   

o Rapid firmware obsolescence (sold to you with old 

firmware)                                             

o Many browsers not supported by a specific Webcam

o As new models are released, (initially) they usually 

lack software support by third-party software such as 

the free "Contacam"

o Require AC power outlet for a power adapter                        

(hard to hide)
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes:              

• This Webcam records a video stream that is jerky and 

appeared to be missing a lot of frames in our Windows 

8.1, Windows 10, Mac OS X 10.10, and Mac OS X 10.11 

computers.
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes (continued):              

• Out of the retail box, this Webcam did not work until we 

used a "Windows 8.1" computer to download and install 

a firmware update from the Trendnet Web site. 

• This firmware update was only available in a 

"Windows.." format so Mac OS X 10.10 and OS X 10.11 

users would be unable to update the firmware of this 

"Webcam".
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes (continued):              

• Trendnet's setup program for this Webcam is only 

available for "Windows.." computers so Mac OS X 10.10 

and 10.11 users are out of luck for a second "gotcha".

• This means that Mac computer users would have to run 

Windows 8.1 or Windows 10 in a "Boot Camp" partition 

or in a Parallels or VMware Fusion "Virtual Machine" in 

order to peform the initial setup of this Webcam.
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes (continued):              

• Once we struggled through the firmware and initial setup 

of the Web, it worked okay in both Macs and PCs.

• In a "Windows 7", "Windows 8.1", or "Windows 10", Mac 

OS X 10.10, or Mac OS X 10.11 computer, the video 

that is displayed in a Web browser or that is recorded is 

jerky and appears to be missing a lot of frames.
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes (continued):              

• In "Windows 8.1" and "Windows 10, the Internet Explorer 

11 browser is able to display and record the video stream 

but the Chrome browser is unable to do so.
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes (continued):              

• In our Macs running OS X 10.10 Yosemite and OS X 

10.11 El Capitan, both the Safari and Firefox browsers 

were able to display and record video streams.      

However, the Chrome browser was unable to do so.
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes (continued):              

• In our Mac running OS X 10.11 El Capitan, here is how it 

looks in the Safari browser:
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes (continued):              

• In our Mac running OS X 10.11 El Capitan, here is how it 

looks in the Firefox browser:
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes (continued):              

• In our Mac running OS X 10.11 El Capitan, all we got 

was error messages in the Chrome browser:
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes (continued):              

• In a "Windows 8.1" or a "Windows 10" computer, the 

Web page that is accessed by "Internet Explorer 11" 

shows a video stream that looks like this:
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WI-FI WEBCAMS (continued)

Trendnet model TV-IP572WI_A notes (continued):              

• In a "Windows 8.1" or a "Windows 10" computer, when 

we use the Chrome browser  to access the Web page 

that is generated by this Webcam, we get repeated 

notices to download the "NCS Plugin" which failed to 

install:
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WI-FI WEBCAMS (continued)

RF-Link model VMI-1201 notes: 

• This is the only Wi-Fi Webcam (of the four that we 

tested) that did not require a firmware update prior to 

initial configuration. 

• We were unable to get this Webcam to work with a Mac 

running OS X 10.10 or OS X 10.11. We failed to access 

this Webcam with the Safari, Chrome, and Firefox Web 

browsers in OS X 10.10 or OS X 10.11
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WI-FI WEBCAMS (continued)

RF-Link model VMI-1201 notes (continued): 

• In a Windows 8.1 or a Windows 10 PC, we were were 

able to get this Webcam working with the Internet 

Explorer browser but we were unable to get it working 

with a Chrome browser.
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WI-FI WEBCAMS (continued)

RF-Link model VMI-1201 notes (continued): 

• When we used "Internet Explorer 11" in a Windows 8.1 

or a Windows 10 computer, the video stream on this 

Webcam's Web page looked like this:
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WI-FI WEBCAMS (continued)

RF-Link model VMI-1201 notes (continued): 

• When we used the Chrome browser in a Windows 8.1 or 

a Windows 10 computer, we got this:
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WI-FI WEBCAMS (continued)

RF-Link model VMI-1201 notes (continued): 

• In a Mac running OS X 10.10 or OS X 10.11, we were 

unable to access the video stream in the Web page that 

is generated by this Webcam.                                                   

We failed with the all three of the Web browsers that we 

tried: the Safari browser, the Chrome browser, and the 

Firefox browser:
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WI-FI WEBCAMS (continued)

RF-Link model VMI-1201 notes (continued): 

• In a PC running Windows 8.1 or Windows 10, go to 

"http://videolan.org" and install the 32-bit version of "VLC 

Media Player.

• After you do so, "Internet Explorer.." will be able to 

access the video stream of this Webcam. For an 

unknown reason, the Chrome browser will still be unable 

to access the video stream of this Webcam         
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WI-FI WEBCAMS (continued)

RF-Link model VMI-1201 notes (continued): 

• In a PC running Windows 8.1 or Windows 10, if you 

install or have already installed the default 64-bit version 

of the free "VLC Media Player" program, then both the 

"Internet Explorer.." and Chrome browsers will be unable 

to access the video stream of this Webcam.   

• If you find the 64-bit "VLC Media Player" program inside 

the PC, remove it.
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WI-FI WEBCAMS (continued)

D-Link model DCS-932L:

• At $40, this Webcam was the cheapest one that we 

attempted to install and it was a total failure in our 

Windows 8.1, Windows 10, Mac OS X 10.10, and Mac 

OS X 10.11 computers:
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WI-FI WEBCAMS (continued)

D-Link model DCS-932L notes:

• This Webcam firmware update (that we downloaded from 

the D-Link Web site) before we were able to perform the 

initial configuration setup.                                            
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WI-FI WEBCAMS (continued)

D-Link model DCS-932L notes (continued):

• However, after the initial configuration of this Webcam in 

a "Windows.." computer, this Webcam failed to display 

video in both of "Windows.." PCs and it also failed to 

work in our Macs running OS X 10.10  and OS X 10.11

102



WI-FI WEBCAMS (continued)
D-Link model DCS-932L notes (continued):

• No Mac OS X support:                                            

• For OS X, configuration software link at the D-Link Web 

sites fails to download a configuration utility (= dead 

hyperlink)         

• After we used a "Windows.." PC to configure this 

Webcam, the Safari and Chrome Web browsers in our 

Mac OS X 10.10 computer failed to display the video of 

this Webcam (but so did our "Windows" computers).

103



WI-FI WEBCAMS (continued)

D-Link model DCS-932L notes (continued):

• For Windows 7 or 8.1 or 10, configuration software 

works but the resultant web page does not show live 

video.

• When you use IE10 or Chrome browsers in a Windows 7 

or 8.1 or 10 computer to view the video stream since It 

locks up after the first frame. 
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WI-FI WEBCAMS (continued)

D-Link model DCS-1130 notes: 

• We had better success with this $119 Webcam which is 

also from the D-Link company:
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WI-FI WEBCAMS (continued)

D-Link model DCS-1130 notes: 

• Required a firmware update (that we downloaded from 

the D-Link Web site) before we were able to perform the 

initial configuration setup.                                

• All had bundled users manuals and documentation of 

these three Webcams that showed screen shots of 

"Windows 7" screens.                                                            
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WI-FI WEBCAMS (continued)
D-Link model DCS-1130 notes (continued): 

• After it's firmware was updated, the dcs-1130 worked 

well in the Chrome browser in "Windows 8.1" and 

"Windows 10".                                                                                        

It never worked in "Internet Explorer 11" in "Windows 

8.1" or "Windows 10".
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WI-FI WEBCAMS (continued)

D-Link model DCS-1130 notes (continued): 

• After it's firmware was updated, DCS-932L worked in 

and the "Chrome browser" in "Windows 8.1" and 

"Windows 10":
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WI-FI WEBCAMS (continued)

D-Link model DCS-1130 notes (continued): 

• However, we never got it to work in the "Internet 

Explorer 11"  browser in "Windows 8.1" and "Windows 

10":

114







WI-FI WEBCAMS (continued)

D-Link model DCS-1130 notes (continued): 

• in a Mac running OS X 10.10 Yosemite or OS X 10.11 El 

Capitan, we were unable to access this Webcam with 

either the Safari, Chrome, or Firefox browsers:

117



WI-FI WEBCAMS (continued)

D-Link model DCS-1130 notes (continued): 

• Error message in the Safari browser in Mac OS X 10.10:
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WI-FI WEBCAMS (continued)

D-Link model DCS-1130 notes (continued): 

• Error message in the Chrome browser in Mac OS X 

10.10:
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WI-FI WEBCAMS (continued)

D-Link model DCS-1130 notes (continued): 

• Error message in the Firefox browser in Mac OS X 

10.10:
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CLOUD-BASED WEBCAMS

• Cloud-based Webcams are totally-dependent on your 

Internet connection service. 

• They cannot stream, record, or snapshot videos unless 

your Internet connection AND the Webcam 

manufacturer's Web site are both functional.
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CLOUD-BASED WEBCAMS  
(continued)

• When you are at your home or business both                                                                 

your computer, tablet, or cell phone                                              

and                                                                                     

your cloud-based Webcam will communicate through 

your router and broadband modem but they will not 

communicate directly to each other:
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CLOUD-BASED WEBCAMS 
(continued)

• The first cloud-based Webcam was the "Dropcam"

• The original "Dropcam" company was first acquired by 

the "Nest" company and they used it to develop the 

"Nest Cam"

• Then the "Nest" company was acquired by Google

• The Apple Store (both physical and online) was selling 

the "Dropcam" until "Dropcam" became "Nest cam"
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Web server farm of the                  

"Nest" company

Web Browser or  your 

Webcam 's  app

Your computer, tablet, or cell 

phone

Internet Cloud

Your "Nest Cam" 

Webcam

Existing LAN and Broadband

Wireless Wi-Fi 



CLOUD-BASED WEBCAMS 
(continued)

• There are lots of complaints about the Nest Cam at 

http://www.amazon.com/NestNC1102ESCam/dp/B00W

BJGUA2/ref=sr_1_1?s=electronics&ie=UTF8&qid=1442

934092&sr=11&keywords=nest+cam

Apparently they lost a lot of Mac and iPad-friendly 

features when they morphed the "Dropcam" into the 

current model of "Nest Cam"
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CLOUD-BASED WEBCAMS 
(continued)

• The second cloud-based Webcam is the                               

"Withings Home HD Video Camera", a quality product 

that is from France.            

• This Webcam is currently the only one that is sold at the 

physical and online "Apple Store".

• The "Withings.." can be connected to a local network by 

means of either wireless Wi-Fi or a wired Ethernet cable
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Web server farm of the 

"Withings" company

Web Browser or  your 

Webcam 's  app

Your computer, tablet, or cell 

phone

Internet Cloud

Your "Withings" 

Webcam

Existing LAN and Broadband

Wireless Wi-Fi or 

wired Ethernet



CLOUD-BASED WEBCAMS 
(continued)

• The "Withings Home HD Video Camera" only can be 

set up with an iPad or an iPhone or an iPod Touch. If 

you purchase a "Withings..", you will have a perfectly 

good excuse to buy an iPhone or an iPad also!

• Once it is set up, you can then use an app or a browser 

to access your Withings.com account from any computer 

in order to viewer, record, an snapshot your "Withings.." 

Webcam.

145



CLOUD-BASED WEBCAMS                   
(continued)

About the Product:

• Secure HD video, enhanced 2-way audio, 135 Degree 

wide-angle, clear night vision, zoom ePTZ x4, and 

nightlight

• 30 second set-up for a complete home monitoring 

solution

• Motion and noise detection alerts in your interactive 

diary

• Advanced environmental sensing of air quality
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CLOUD-BASED WEBCAMS              
(continued)

• All cloud-based Webcams have a wire that goes to a 

power adapter that has to be plugged into an AC power 

outlet. 
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TOTALLY-WIRELESS “ARLO” 
WEBCAM

• Netgear's "Arlo" Webcam is a totally-wireless Webcam.                                                         

It uses 4 Lithium batteries for power.   

• It communicates with a dedicated Netgear "Base 

Station" that you buy as part of a "kit" that contains one 

or more Webcams and the "Base Station". 
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• In a Windows 8.1 computer or a Windows 10 computer, 

we were able to access the video stream of the "Arlo" 

Webcam at                                                 

https://arlo.netgear.com                                                          

with both the "Internet Explorer 11" browser and the 

Chrome browser.
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• In a Mac OS X 10.11 computer, we were able to access 

the video stream of the "Arlo" Webcam at                                                 

https://arlo.netgear.com                                                          

with the Safari, Chrome, and Firefox browsers
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• In a Mac OS X 10.11 computer, we were able to access 

the video stream of the "Arlo" Webcam at                                                 

https://arlo.netgear.com                                                          

with the Safari browser:
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• In a Mac OS X 10.11 computer, we were able to access 

the video stream of the "Arlo" Webcam at                                                 

https://arlo.netgear.com                                                          

with the Chrome browser:
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• In a Mac OS X 10.11 computer, we were able to access 

the video stream of the "Arlo" Webcam at                                                 

https://arlo.netgear.com                                                          

with the Firefox browser:
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• The "Base Station" is connected by means of a wired 

Ethernet cable to your existing local network                        

• When your purchase an "Arlo" Webcam, you are buying 

a totally-wireless Webcam AND a "Base Station" so you 

are actually buying a dedicated network segment that 

contains a dedicated router and a Webcam that 

communicates through it:
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• You purchase the mandatory Netgear "Base Station" as 

part of a "kit" that contains one or more Webcams and 

the "Base Station".                                                    

• The "Base Station" is connected by means of a wired 

Ethernet cable to your existing local network. 

• The "Base Station" provides a Wi-Fi wireless access 

point that only communication with your Arlo 

Webcam(s).                                  
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• You cannot connect or communicate any other devices 

(except for more Arlo Webcams) to the "Base Station“

• The "Base Station" does not communicate with any 

other (non-Arlo) devices on your Local Area Network.              

• The "Base Station" does not show up in the "Network 

and Sharing Center" or the "File Explorer" in 

"Windows..".
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Web servers at 

https://arlo.netgear.com

Web Browser or  

your Arlo app

Your computer, 

tablet, or cell phone

Internet Cloud

Netgear Arlo 

Webcam

Netgear Base Station

Existing LAN and Broadband

Wireless Wi-Fi

Wired Ethernet
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• When you are at your home or business both                                                                 

your computer, tablet, or cell phone                                              

and                                                                                     

your "Arlo" Webcam will communicate through your 

router and broadband modem but they will not 

communicate directly to each other:
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Web servers at 

https://arlo.netgear.com

Web Browser or  

your Arlo app

Your computer, 

tablet, or cell phone

Internet Cloud

Netgear Arlo 

Webcam

Netgear Base Station

Existing LAN and Broadband

Wireless Wi-Fi

Wired Ethernet
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• A free level of account at                                             

https://arlo.netgear.com                                                           

means that they will store 7 days of the most recent 

recordings and snapshots for up to 5 cameras. 

• While using a Web browser or an Arlo app to view / 

record / snapshot, the motion detection feature is not 

active.

176



TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• Various colored wraps for camouflaging your Arlo 

webcams will be available soon.                                                                  

See https://www.arlo.com/en-us/products/add-

on/VMA1200.aspx
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• The "Arlo" Webcam has a threaded hole on it's bottom 

side for connecting to a standard camera tripod-type 

mount. Many tripod-type mounts are available for 

Webcams.

• Various colored wraps for camouflaging your Arlo 

webcams will be available soon.                                                                  

See https://www.arlo.com/en-us/products/add-

on/VMA1200.aspx
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• The wireless Wi-Fi communications between your Arlo 

camera(s) and your Network base station are subject to 

the limitations of all Wi-Fi communications

• Building structures, furniture, and various objects can 

attenuate the 2.45 and 5 Gigahertz radio waves that 

emanate between the Arlo camera(s) and the Netgear 

base station. 
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• You can use various wired, wireless, and powerline 

network technologies to move your Netgear base station 

closer to your Arlo Webcam(s).

181



182



Web servers at 

https://arlo.netgear.com
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TOTALLY-WIRELESS “ARLO” 
WEBCAM (continued)

• The use of powerline networking extensions for wired 

Ethernet that conforms to the "Homeplug AV" "AV2000" 

standard lets you use existing "live" power cabling (such 

as existing "Romex) to extend the wired network "reach" 

of an existing router or cable modem. For a how-to 

document, see 

http://aztcs.org/meeting_notes/winhardsig/networks/pow

erline/powerline.pdf
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House Electrical Wiring

Netgear Base Station

Existing Broadband 

Modem and Router Cat 5/5e/6 

Cable                  

Cat 5/5e/6 

Cable                  



Questions
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