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What is Identity Theft?

According to the non-profit Identity Theft Resource Center, identity theft is sub-

divided into four categories:

1. Financial Identity Theft (using another's identity to obtain goods and services) 

2. Criminal Identity Theft (posing as another when apprehended for a crime) 

3. Identity Cloning (using another's information to assume his or her identity in 

daily life) 

4. Business/Commercial Identity Theft (using another's business name to obtain 

credit) 

Identity theft may be used to facilitate crimes including illegal immigration, 

terrorism, and espionage. Identity theft may also be a means of blackmail. 

There are also cases of identity cloning to attack payment systems, including 

medical insurance.



Federal Trade Commission Website

http://www.consumer.ftc.gov/topics/privacy-identity



Ways Identity Theft Can Occur

Thieves:

• Steal wallets and purses containing 

personal identification and credit/bank cards 

or items with your Social Security Number. 

Purse Snatching & Pick Pockets. 

• RFID – (Radio-frequency Identification) 

wireless credit card theft

• Steal mail, including bank and credit card 

statements, pre-approved credit offers, new 

checks and tax information 

• Watching you writing checks and/or 

checking your mail box.



Ways Identity Theft Can Occur

Thieves:

• Complete a change of address form to 

divert mail to another location. 

• Rummage through trash, or the trash of 

businesses, for personal data in a practice 

known as “dumpster diving” 

• Find personal information in homes 

• Use personal information individuals share 

on the Internet

• Credit Card Skimming



Ways Identity Theft Can Occur

Thieves (continued):

• Send e-mail posing as legitimate companies or 

government agencies with which individuals 

do business. (phishing) 

• Get information from the workplace in a 

practice known as “business record theft” by 

stealing files out of offices where a person is a 

customer, employee, patient or student, 

bribing an employee who has access to 

personal files, or “hacking” into electronic files.

• Eavesdrop on public transactions to obtain 

personal data (shoulder surfing) 



Ways Identity Theft Can Occur

Thieves (continued):

• Drive by (pharming) 

• Browse social network (Facebook, Twitter, 

Other Social Networking, etc.) sites, online 

for personal details that have been posted 

by users 

• Simply research about the victim in 

government registers, at the Internet, 

Google, etc.



5 Ways to Steal an ID 

Video

2_min_41sec_5ways_to_steal_id



Misconceptions

Clarifying Four Key Misperceptions Surrounding Identity Fraud

Misperception #1: "Consumers are helpless to protect themselves"

Misperception #2: "Consumers bear the brunt of the financial losses from 

identity fraud"

Misperception #3: "Seniors are most frequent targets of fraud operators"

Misperception #4: "Internet use increases the risks of identity fraud"



ID Theft by Age 2014

Consumer Sentinel Network Data Book for January - December 2014

Federal Trade Commission Released February 2015



ID Theft by Age 2012-2014

Consumer Sentinel Network Data Book for January - December 2014

Federal Trade Commission Released February 2015





Florida Ranks as Top State In U.S. For ID Theft 



Florida Ranks as Top State In U.S. For ID Theft 

• In a state-by-state comparison for fraud, Florida tops the list: in 

2014, 200,392 complaints of fraud were reported in the state. 

For every 100,000 people, that’s 1007.3 reports — the highest 

rate in the country. The number two spot went to Georgia, 

which notched 777.7 complaints per 100,000. 

• If we’re just talking identity fraud, Florida again tops a state-by-

state comparison with 37,059 complaints in 2014. 

• That equates to 186.3 reports per 100,000 people. Coming in 

second: Washington, with 154.8 complaints.

http://identitytheftsolutiontips.com/study-florida-leads-nation-in-fraud-identity-theft-everything-shady-new-times-broward







'Farcing' overtaking 'phishing' as online identity theft threat

http://www.consumeraffairs.com/news/farcing-overtaking-phishing-as-online-identity-theft-threat-080614.html

• Scammers have discovered social media. 

• To them, email phishing scams are so 2009. 

• Really aggressive identity thieves are now using social media sites like 

Facebook, Twitter and LinkedIn to ensnare victims. It turns out it's easier and a 

lot more lucrative. 

• Social media users are always getting friend requests. Most often it's someone 

from the user's circle of friends. But getting a friend request from a friend-of-a-

friend is not uncommon.

• Assuming that person is who they say they are, without confirming it, is 

dangerous, says Arun Vishwanath, associate professor of communication at the 

University of Buffalo. You could fall victim to what's being called “farcing,” 

exposing dozens of your friends and contacts for good measure.



Video

13_sec_ShoppingCart purse-snatching



Video

2_min_8sec_Police searching for Altamonte Springs 

purse snatcher  www-wftv-com



2014 Data Breaches

• There were 3,014 incidents reported during 2014 exposing 1.1 billion records. 

• Four Hacking incidents alone exposed a combined 647 million records. 

• A single act of Fraud exposed 104 million records. 

• The Business sector accounted for 52.9% of reported incidents, followed by 

Government (15.5%), Unknown (13.2%), Medical (9.6%), and Education (8.8%).  

• The Business sector accounted for 55.1% of the number of records exposed, 

followed by Unknown (25.9%), and Government (17.9%).   

• 67.7% of reported incidents were the result of Hacking, which accounted for 

83.3% of the exposed records. 

• Fraud accounted for 14.3% of the exposed records, but represented just 4.3% of the 

reported incidents. 

• Five of 2014 incidents have secured a place on the Top 10 All Time Breach List. 

• The number of reported incidents tracked by Risk Based Security has exceeded 

14,400 exposing over 3.6 billion records.  

https://www.riskbasedsecurity.com/reports/2014-YEDataBreachQuickView.pdf



Data Breaches 2014

http://www.idtheftcenter.org/



Data Breaches 2015

http://www.idtheftcenter.org/

2015 Breaches Identified by the ITRC as of: 10/13/2015

Total Breaches: 606

Records Exposed: 175,492,082



Data Breaches 2005 - 2014

Number of breaches = 5,029

Number of Records = 677,749,785



Types of Breaches



Types of Breaches

• Over the years, hacking has been a primary cause 

of data breach incidents, leading to an 8-year 

average of 21.7 percent.  

• Data on the Move, a leading cause of breaches in 

2007 and 2008, ranks second with an average of 

15.9 percent.  (This category includes storage 

devices or laptops lost in transit.) 

• Insider theft and Accidental Exposure follow at 

just over 12 percent, and Subcontractor/Third 

Party follows at 11.2 percent.



Category Summary



Category Stats



Data Breach

http://about.bloomberglaw.com/legal-news/5-hackers-charged-in-largest-data-breach-scheme-in-u-s/



Passwords

SplashData, which makes password management 

applications, has released its annual list of the 25 worst 

passwords based on files containing over 3.3. million 

passwords leaked in 2014.

Here is the full list:



Worst Passwords

1. 123456

2. password

3. 12345

4. 12345678

5. qwerty

6. 123456789

7. 1234

8. baseball

9. dragon

10. football

11. 1234567

12. monkey

13. letmein

14. abc123

15. 111111

16. mustang

17. access

18. shadow

19. master

20. michael

21. superman

22. 696969

23. 123123

24. batman

25. trustno1

http://time.com/3672431/worst-passwords/



Password DOs

• Do vary it up, using a different password for each 

online account

• Do get complicated, with randomized numbers to 

make things complicated for cyber criminals

• Do change your passwords every few months

• Do stay off the list. If it’s on the list of common 

passwords above, don’t use it for your password!

• Capital letters, symbols, underscores, oh my! Adding 

in these extra elements can help make any password 

complex

https://toolsandtips.metlifedefender.com/financial-fraud-protection/password-dos-and-donts/



Password Don’ts

• Don’t use a string of consecutive numbers or letters, 

especially starting with “1” or “a”

• Don’t include the name of the application (i.e., 

adobe123)

• Don’t use your name, address or company information

• Don’t save your passwords within a document on your 

computer

• If the word seems like something your kindergartener 

could guess – keep thinking!



ATM Scam

Bank ATMs converted to steal bank customer IDs
A team of organized criminals installs equipment on legitimate bank ATMs to steal both the 

ATM card number and the PIN. 

TBO.com Source editor The Tampa Tribune 

Published: August 15, 2014 

Hillsborough County sheriff’s deputies are searching for a person seen in surveillance images attaching a 

skimming device to an ATM at a Tampa bank. 

About 6:30 p.m. Wednesday, the person used green tape and a clear, gluelike substance to attach the card 

reader to an ATM at Regions Bank, 6297 W. Waters Ave., deputies said. 

The small, thin, square silver device was affixed to the front underside of the ATM, above the keypad area, 

deputies said. Investigators said the box contained electronics and a camera to record customers’ fingers as 

they entered PIN numbers on the keypad

* Posted on Feb 4, 2015 by Bret Kanapaux WWSB-TV mysuncoast.com Sarasota, FL

SARASOTA, Fla. -- Anyone who used the ATM at the Sun Trust Bank near the Westfield Southgate Mall 

should check their bank account. Police say a card skimmer was placed at that location in the past week, and 

investigators believe it's the work of the same suspect who placed a skimmer at the Sun Trust ATM on Main 

Street. 

A victim contacted Sarasota Police detectives, who discovered that at 10:20 a.m. on Sat., Jan. 31, the 

suspect installed the skimmer at the Sun Trust Bank branch at 3400 South Tamiami Trail. The suspect 

returned a few hours later at 1:40 p.m. and removed the device. 



Video

2_min_23_sec_skimmers_hernando_WFTS-TV



Equipment being installed 

on front of existing bank 

card slot.

The equipment as it 

appears installed over the 

normal ATM bank slot.

The PIN reading camera 

being installed on the ATM 

is housed in an innocent 

looking leaflet enclosure.

The camera shown 

installed and ready to 

capture PINs by looking 

down on the keypad as you 

enter your PIN.

Older Skimmers



Newer Skimmers



Precaution at the ATM Machine 

• Cover your PIN Number

• Don’t Leave the ATM Machine Too Early

• Shake, Rattle and Roll

• Use ATM Machines Inside of Banks

• Monitor Your Account Activity

• Check for Tape over Panel Edge



Video

3_min_45_sec_iPhone ATM PINhack



Tuesday, March 17, WWSB ABC7

http://www.mysuncoast.com

TAMPA, Fla -- The Florida Department of Agriculture and Consumer Services 

is warning drivers about credit card skimmers.

In the past week, inspectors have removed six skimmers from gas station 

pumps across the Tampa Bay area.

The devices are placed illegally on gas station debit or credit card machines.

Criminals use the devices to steal debit or credit card information from 

consumers and use the information to make purchases in someone else's 

name.

The Florida Department of Agriculture and Consumer Services' law 

enforcement officers and gas station inspectors worked with the Pasco County 

Sheriff's Office, Pinellas County Sheriff's Office, the Florida Department of Law 

Enforcement and the Secret Service to inspect 640 gas stations in Pasco, 

Pinellas and Hillsborough counties last week.

Five skimmers were found in Hillsborough County, and one was located in 

Pasco County.



Tuesday, March 17, WWSB ABC7

http://www.mysuncoast.com

Here's what consumers can do to avoid skimmers at gas stations:

• Pay in cash inside the store to ensure the credit card information stays safe.

• Check to make sure the gas pump dispenser cabinet is closed and has not 

been tampered with. Many stations are now putting a piece of security tape 

over the cabinet to ensure it has not been opened by unauthorized 

individuals.

• Try to use a gas pump closer to the front of the store. Thieves often place 

skimmers at the gas pumps farther away from the store so they are not 

noticed as quickly.

• Use a credit card instead of a debit card. Credit cards have better fraud 

protection, and the money is not deducted immediately from an account.

• If using a debit card at the pump, choose to run it as a credit card instead of a 

PIN number in. That way, the PIN number is safe.

• Monitor bank accounts regularly to spot any unauthorized charges.



Tuesday, March 17, WWSB ABC7

http://www.mysuncoast.com

Here's what consumers can do to avoid skimmers at gas stations:

• Consumers who suspect their credit card number has 

been compromised should report it immediately to 

authorities and their credit card company.

• Consumers who believe fraud has taken place can 

contact the department's consumer protection and 

information hotline at 1-800-HELP-FLA (435-7352) or, 

for Spanish speakers, 1-800-FL-AYUDA (352-9832). For 

more information about the Florida Department of 

Agriculture and Consumer Services, visit 

http://www.FreshFromFlorida.com .



Group stole card numbers with 'skimmers'

From the Orlando Sentinel November 2, 2011

Federal authorities have accused owners of an Orlando mobile-phone business of using 

stolen credit-card numbers — obtained via "skimming" devices implanted at gas stations 

— to buy hundreds of thousands of dollars of merchandise at area stores.

Agents say the group obtained credit-card numbers from skimming devices that were 

installed on Central Florida gas-station pumps, and then used equipment to manufacture 

credit cards, debit cards and gift cards with the stolen numbers.

American Express identified about $125,565 worth of fraudulent charges at Target 

related to the case, and Discover identified about $30,220, court documents said.

American Express said the credit-card numbers were stolen at a Hess gas station in 

Winter Springs. The Secret Service accuses the group of using more than 175 

fraudulent credit cards between January and October.



RFID & EMV



EMV

What is an EMV credit card? 

EMV Chip The small gold chip found in many credit 

cards is most often referred to as an EMV chip. Cards 

containing this chip are known as EMV cards, as well as 

“chip-and-signature,” “chip-and-pin,” or “smart” cards. 

The name “EMV” refers to the three originators of chip-

enabled cards: Europay, MasterCard, and Visa. EMV 

chips are now the global standard for credit card 

security. 



RFID & EMV

• Late night infomercials hawk aluminum wallets and other 

gadgets that claim to block thieves from zapping your account 

details right from your purse or pocket. You don't need those to 

protect your credit card information. Unlike other, stronger 

chips based on RFID technology, EMV chips in contactless 

credit cards work only in very short range from payment 

terminals.

• Even if a thief managed to nab your card's contents with a 

suitcase-sized mobile scanner, he or she would only have 

access to its raw codes, not your actual account details. Trying 

to use a copied code would result in a declined transaction and 

a fraud investigation from your card issuer.

http://www.cardratings.com/chip-pin-emv-rfid-credit-cards-myths-urban-legends.html



FBI Warning

New Microchip-Enabled Credit Cards May Still Be 

Vulnerable to Exploitation by Fraudsters 

By October 2015, many U.S. banks will have replaced hundreds 

of millions of traditional credit and debit cards, which rely on data 

stored on magnetic strips, with new payment cards containing a 

microchip known as an EMV chip. While EMV cards offer 

enhanced security, the FBI is warning law enforcement, 

merchants, and the general public that no one technology 

eliminates fraud and cybercriminals will continue to look for 

opportunities to steal payment information. 

Released October 13, 2015 

http://www.ic3.gov/media/2015/151008.aspx



The Bad Guys Do Get Caught



A Hand Skimmer



Florida Law

• 1. Seniors over 65 can freeze all three CRB for free, as well as those who have had 

identity theft 

• 2. Seniors over 65 can permanently unfreeze the accounts for free 

• 3. Seniors over 65 have to pay the $10 to temporarily unfreeze and pay $10 to re-freeze 

any or each CRB for any reason 

• 4. The fee does not apply to victims of identity theft 

http://www.freshfromflorida.com/Divisions-Offices/Consumer-Services/Consumer-Resources/Consumer-Protection/Scams-and-Fraud/Security-Freeze-Credit-Report



On Line Shopping

Safe Shopping Tips

• Shop Where You're Safe: Wi-Fi is great, but when you're shopping online it pays to use 

a secure connection.

• Look for the Padlock: Not sure you're logged onto a safe URL? Secure websites start 

with "https" rather than "http". In addition, your Web browser will always display a key or 

closed padlock icon

• Don't Shop at Random Stores: If the website you're dealing with still makes you raise 

an eyebrow, look them up on the Better Business Bureau's website

• Do Not Use Debit Cards: The Privacy Rights Clearinghouse recommends that 

consumers never use (or even carry) debit cards (also known as check cards) because of 

their risks and their limited consumer protections. 

• Use a Virtual Credit Card: Virtual credit card numbers are linked to your credit card, but 

unlike your credit card, virtual numbers are only good for one transaction or limited to a 

predetermined dollar amount. They're available from most banks like Citi, Bank of 

America, and Discover, providing an extra layer of protection when shopping online





Blur Uses One-Time Use

Credit Card Numbers to Deter Hackers

• After all the recent credit hacking news, many people are a little more 

hesitant about using plastic. Blur is a service that makes your 

shopping a little more secure by generating "fake" credit card 

numbers to deter hackers.

• Blur is formerly DoNotTrackMe, which we've covered here. They're a 

browser extension and mobile app, and they've since made many 

updates to the service. One of the most appealing features is credit 

card masking, which allows you to buy items without actually giving 

out any information. The feature is free for thirty days, but then it 

costs $4.99 a month.



Most digital copiers manufactured in the past five years have disk drives to reproduce documents. 

The same machines that are commonly used to spit out copies of tax returns for millions of Americans can retain the data being scanned. 

If the data on the copier's disk aren't protected with encryption or an overwrite mechanism, and if someone with malicious motives gets access to 

the machine, industry experts say sensitive information from original documents could get into the wrong hands.





Theft after Death

http://hamptonroads.com/2013/09/id-theft-ruins-lives-even-after-death-beach-family-finds



Children & ID Theft

Protect your children 

The latest tactic these crooks are using is to steal the identity of children, preferably infants! 

Order a credit report on each of your minor children at least once each year.







Purse Theft Advisory



Video

1_min_48_sec_Sliders_Steal_from_Cars_as_you_Pump_Gas



Prevention Tips

Reduce your chances of being a victim of identity theft by remaining 

vigilant in all financial matters and taking precautions to protect your 

personal identifiers. Identity thieves can find ways to exploit your 

personal information in all avenues of your life. At work, at home, and on 

the Internet, your daily activities offer multiple opportunities for criminals 

to obtain your personal information. 

Making yourself aware of the issues and information is the first step in 

safeguarding against identity theft. By making a slight change in your 

daily routine, you may be able to thwart a criminal from obtaining your 

personal information. 



Video

1_min_1sec_Thief Steals iPhone From baby



Your Daily Activities

• Ensure that your PIN numbers cannot be observed by anyone while 

you're utilizing an ATM or public telephone. 

• Never leave receipts at bank machines, bank counters, trash 

receptacles or unattended gasoline pumps. 

• Memorize your social security number and all passwords. Do not record 

them on any cards or on anything in your wallet or purse. 



Your Mail

• Promptly remove mail from your mailbox after delivery. 

• Deposit outgoing mail in post collection boxes or at your local post office. 

• Contact your creditor or service provider if expected bills don't arrive. 

• Never put your credit card or any other financial account number on a postcard 

or on the outside of an envelope. 

• Beware of promotional solicitations through the mail or telephone that offer 

instant prizes or awards and seek to obtain your personal information or credit 

card numbers. 



On the Internet

• Use caution when disclosing checking account numbers, credit card 

numbers, or other personal financial data at any web site or on-line 

service location unless you receive a secured authentication key from 

your provider. 

• Don't email your personal data unless you use encryption technology 

• Be very careful when giving information on unknown web sites, especially 

ones found in Spam e-mails 

• Do not give out your checking account information on the internet, unless 

you are dealing directly with your bank's website. 

• Make sure every transaction you engage in on the Internet is over a 

secure connection, you should see a lock in your browser window, as well 

as "https" in the browser window. 

• Consider making a secondary, disposable online identity with an incorrect 

address, phone number using a "free" email account.



If You are a Victim

If you are a victim of identity theft, or believe you may be a victim, it is 

important that you take the following steps: 

• Place a fraud alert on your credit reports and review your credit reports 

• Place a security freeze on your credit reports. 

• Close any accounts that have been tampered with or opened fraudulently. 

• File a police report and ask for a copy for your records 

• File a complaint with the Federal Trade Commission and the Attorney General’s Office. 

• Write down the name of anyone you talk to, what s/he told you, and the date of the 

conversation. 

• Follow-up in writing with all contacts you have made about the identity theft on the phone 

or in person. Use certified mail, return receipt requested, for all correspondence 

regarding identity theft. 

• Keep all copies of all correspondence or forms relating to identity theft. 

• Keep the originals of supporting documentation, like police reports and letters to and from 

creditors; send copies only. 

• Keep old files, even if you believe the problem is resolved. If it happens again, you will be 

glad you did. 



A Final Word

Think!



Questions?

Hewie Poplock

Vice-President APCUG

hpoplock@apcug.org 


