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COUNTERFEIT CREDIT CARDS



THERE ARE SEVERAL FACTORS THAT DETERMINED THE PRICE OF THE 

STOLEN TARGET CREDIT AND DEBIT CARDS: THE CREDIT LIMIT ON THE CARD, 

EXPIRATION DATE, LOCATION OF ISSUING BANK, TYPE OF CARD, ETC.



Included in the mn0g0.su database are more than 81,000 

sets of credit and debit card numbers, along with their 

associated expiration dates and card security code. 

Each listing also includes the owner’s name, address and 

phone number and/or email address. 

The Social Security number, mother’s maiden name and 

date of birth are available for some cardholders. 

The site does not accept credit card payments; shopper 

accounts are funded by deposits from “virtual currencies,” 

such as WebMoney and LibertyReserve (and now, 

BitCoins).

Card shopping options at mn0g0.su



COUNTERFEIT CREDIT CARDS FOR 

SALE



















Intelligence Report: China Targets U.S. with Cyber-Espionage
By Barry Levine   February 11, 2013

The National Intelligence Estimate noted that hacking for 

economic intelligence has been conducted by Russia, Israel and 

France, but said their efforts were minor compared with the 

attacks emanating from China. According to The Washington 

Post, the Obama administration is reviewing options, including 

formal diplomatic protests or expulsion of Chinese diplomats.

According to a report in Sunday's Washington Post, the National 

Intelligence Estimate pinpoints China as aggressively attempting 

to infiltrate the computers of American companies and 

governmental agencies, as a way to gain economic leverage.

There have also been cyber-attacks that reportedly came from 

China on the network security company RSA Security, the 

defense contractor Lockheed Martin, and The New York Times, 

The Wall Street Journal and The Washington Post.





(CONTINUED)



"Every major company in the United 

States has already been penetrated by 

China. My greatest fear is that, rather 

than having a cyber-Pearl Harbor 

event, we will instead have this death 

of a thousand cuts. Where we lose our 

competitiveness by having all of our 

research and development stolen by 

the Chinese."
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U.S. F-35 LIGHTNING II

China's J-20 stealth fighter 

Do they 
look 

similar?

CHINA 
allegedly 

stole 
TERABYTES

of 
technical 

and 
design 

data on 
the F-35

What are 
the 

NATIONAL 
SECURITY 

implications 
of this 

“alleged” 
data theft?











Intelligence officials worry about cyber attackers taking control of electrical 
facilities, a nuclear power plant or financial networks via the Internet.

Authorities investigating the intrusions have found software tools left behind that 
could be used to destroy infrastructure components, the senior intelligence 
official said. He added, "If we go to war with them, they will try to turn them on."
Officials said water, sewage and other infrastructure systems also were at risk.

"A number of nations, including Russia and China, can disrupt elements of the 
U.S. information infrastructure.“

Last year, a senior Central Intelligence Agency official, Tom Donahue, told a 
meeting of utility company representatives in New Orleans that a cyberattack had 
taken out power equipment in multiple regions outside the U.S.

Russian and Chinese officials have denied any wrongdoing.



US POWER GRID ATTACKED BY HACKERS



Al Qaeda Encouraging Cyber Attacks on US



Homeland Security Warns Cyber 9/11 Could 

Shut Down U.S.
By Jennifer LeClaire   January 30, 2013

U.S. Secretary of Homeland Security Janet Napolitano said Friday she 
believes a "cyber 9/11" could happen "imminently." A coordinated terrorist 

cyberattack could effectively shut down the country, she says, and more 
needs to be done to prepare. "We shouldn't wait until there is a 9/11 in the 
cyber world," Napolitano told Reuters news service, referring to the massive 

terrorist attacks against the U.S. on September 11, 2001. "There are things 
we can and should be doing right now that, if not prevent, would mitigate 

the extent of damage." 

"We are entering an era that will be marked by 
unprecedented attacks on our critical infrastructure“

The U.S. is ill-prepared to deal with mainstream malware 
outbreaks and unsophisticated network  intrusions, let 

alone a highly coordinated attack.



DISCUSSION

CHINA?  AL QAEDA?

RUSSIA?  IRAN?

WHAT CAN THEY DO TO US?

WHAT CAN WE DO ABOUT IT?

HOW CAN WE PROTECT 

OURSELVES?


